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PART I 
Supply Chain Technology Solutions: 

Key Criteria and Concepts
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Despite producing an estimated 20% of the world’s 
annual supply of newly mined gold, the artisanal and 
small-scale gold mining (ASGM) sector has traditionally 
had challenges connecting with the formal world gold 
market. The problem is not one of demand—numerous 
formal	buyers,	from	refiners	to	jewellers	to	premium-
offering	 gold	 buying	 schemes	 are	 all	 eager	 for	 gold	
produced by artisanal and small-scale gold miners, 
provided that it is produced according to international 
standards for responsible sourcing and due diligence. 
However, meeting these rigorous due diligence 
standards poses a challenge for ASGM.

International sourcing standards applicable to ASGM 
initially	 arose	 in	 response	 to	 long-running	 conflict	
in	 the	 Democratic	 Republic	 of	 the	 Congo	 (DRC),	 a	
conflict	financed	in	part	by	the	sale	of	artisanal	gold	
which then made its way to the international market. 
In	 order	 to	 halt	 this	 conflict-related	 gold	 trade,	
numerous organizations and governments developed 
or adopted due diligence standards to ensure that gold 
associated	with	financing	conflict	did	not	enter	 their	
supply chains.

The	first	and	most	influential	of	these	standards—the	
OECD Due Diligence Guidance for Responsible Supply 
Chains of Minerals from Conflict-Affected and High-Risk 
Areas (DDG)—forms the basis of nearly all of the 
subsequent due diligence codes, including not only the 
planetGOLD Criteria (see below) but also the standards 
of	the	Responsible	Jewellery	Council	(RJC),	World	Gold	
Council (WGC), London Bullion Market Association 
(LBMA),	 and	 even	 the	 EU—the	 Conflict	 Minerals	
Regulation	which	came	into	effect	across	the	European	
Union	on	the	1st	of	January,	2021.

For	planetGOLD,	the	OECD	Guidance	has	been	adapted	
into a more accessible version known as the planetGOLD 

Criteria for Environmentally and Socially Responsible 
Operations.1 The planetGOLD Criteria incorporates the 
OECD	standards,	along	with	a	series	of	criteria	relating	
to mercury-free processing, respect for the rights of 
indigenous peoples and environmental protection, 
which correspond to environmental and social 
safeguard	 requirements	 of	 the	 Global	 Environment	
Facility, the funder of planetGOLD.

For planetGOLD producers wishing to gain access to 
international markets, the challenge is to bring their 
operations into conformity with the planetGOLD 
Criteria, and to document that compliance for 
downstream purchasers. This study examines the role 
that can be played by supply chain technologies in 
facilitating	that	task.	The	study	looks	at	specific	types	
of supply chain solutions, including due diligence, 
traceability and block-chain solutions, and analyzes 
their capacity for establishing and strengthening 
market links between planetGOLD producers and 
formal gold market buyers.

1.0  Introduction: Artisanal and Small-Scale Gold Mining 
and Formal World Markets 

1  https://www.planetgold.org/sites/default/files/planetGOLD_Criteria_for_Environmentally_and_Socially_Responsible_Operations_Feb21.pdf

https://www.planetgold.org/sites/default/files/planetGOLD_Criteria_for_Environmentally_and_Socially_
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2.1 Origin and Goals of the planetGOLD Criteria

As	 noted	 above,	 the	 OECD	 Due	 Diligence	 Guidance	
(DDG) forms the basis for most responsible sourcing 
standards for minerals including gold, both for 
large-scale mining (LSM) and ASGM. However, as 
the	OECD	DDG	can	be	difficult	for	ASGM	operators	to	
understand	 and	 to	 put	 into	 practice	 in	 the	 field,	 the	
OECD	supported	a	coalition	of	ASM-	focussed	NGOs	in	
developing	the	Code	for	Risk-mitigation	for	Artisanal	
and small-scale mining engaging in Formal Trade 
(CRAFT)	code,2	which	takes	the	standards	of	the	OECD	
Guidance	 and	 translates	 them	 identifiable	 goals	
expressed in accessible language.

The planetGOLD Criteria adopted and then extended the 
CRAFT	code	by	incorporating	its	specific	requirements	
on mercury-free processing, and respect for the rights 
of indigenous peoples and environmental protection. 
The details of the planetGOLD Criteria are analyzed in 
detail in Section 2.2. At a higher level, the planetGOLD 
Criteria require that an ASGM producer (also referred 
to	 as	 the	 Mining	 Entity,	 or	 ME,	 in	 the	 criteria)	 to	
document conformance with four overarching criteria:

1. Legitimacy

The	ME	can	identify	itself	and	its	members	and	show	
that is it legitimate (with legitimacy dependent on the 
context	 of	 the	 country	 where	 the	 ME	 operates)	 and	
show that it has adopted a management system to 
implement due diligence.

2. No Conflict-financing

The	ME	does	not	contribute	 in	any	way	to	conflict	or	
conflict-financing,	nor	to	torture,	human	rights	abuses,	
child labor, or forced labour.

3. Environment and Social Standards

The	ME	respects	social	and	environmental	standards,	
including those with respect to child labour, mercury 
use,	 water	 use	 and	 consultation	 with	 affected	
indigenous groups.

4. Traceability/Chain of Custody

The	ME	can	reliably	demonstrate	 the	mining	origins	
and transport routes of the gold it produces.

2.2 The planetGOLD Criteria Modules: Content 
and Data Type

This section analyzes each of the modules of the 
planetGOLD Criteria, examining both their content 
requirements—the	 information	 the	 ME	 will	 need	 to	
collect—as well as the type of data to be collected and 
stored. Analysing the data requirements in the context 
of a particular ASGM operation can help determine 
whether a simpler paper-based due diligence 
compliance	 system	 is	 sufficient,	 or	 if	 some	 kind	 of	
more sophisticated supply chain technology solution 
is needed.

A detailed description of the data requirements 
analysis is presented in Annex B, which lists all of 
fields,	data	type	and	repetition	(single/multiple)	for	all	
of the planetGOLD Criteria.

Module 1: Adopt a Management System

Module 1 of the planetGOLD criteria addresses 
identifying	 the	 Mining	 Entity	 (ME)—its	 location,	
membership, organisation structure, productive 
capacity and gold transportation routes. Most of this 
information	should	already	be	in	the	ME’s	possession.	
This module also requires a determination of whether 
or	 not	 the	 ME	 is	 operating	 in	 a	 Conflict	 Afflicted	 or	

2.0 The planetGOLD Criteria

2 Code for Risk-mitigation for Artisanal and small-scale mining engaging in Formal Trade (see https://www.craftmines.org/en/)
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High-Risk	 Area.	 This	 determination	 requires	 some	
expertise to complete and is typically presented in the 
form of a short report.

In terms of data, this module involves only a limited 
quantity of data, most of non-repeating (i.e. single 
fields),	 most	 of	 it	 already	 in	 the	 mining	 entity’s	
possession. The data processing demands for this 
module are thus fairly light. 

Module 2: Establishing the Legitimacy of the ASGM 
Mining Entity (ME)

Module 2 of the planetGOLD Criteria is devoted 
exclusively	 to	 determining	 the	 legitimacy	 of	 the	ME	
in the context of the country in which it operates. 
The planetGOLD criteria submission for Module 2 is a 
report	analysing	and	documenting	the	ME’s	legitimacy,	
together with any documents such as licenses or 
permits	needed	to	support	the	MEs	claims	to	legitimate	
operation.	As	the	data	for	this	module	is	a	single	field—a	
report—that needs to be prepared only once and is 
afterwards	likely	to	require	little	or	no	modification,	
the data demands for this module are minimal. 

Module 3: Risks Requiring Immediate 
Disengagement by Buyers

Module 3 addresses the issues of child labour, forced 
labour, torture and human rights abuses including 
sexual	 violence.	 For	 MEs	 located	 in	 conflict	 areas	
(CAHRAs),	 this	 section	 also	 requires	 the	 ME	 report	
on	potential	war	crimes,	and	 the	financing	of	armed	
conflict.	 Existence	 of	 these	 risks	 at	ASGM	operations	
would require gold buyers to immediately disengage.

Broadly speaking two kinds of evidence can be used 
to support Due Diligence compliance for this section. 
The	 first	 kind	 is	 a	 report,	 typically	 showing	 the	ME	
has conducted a credible investigation into the issue at 
hand (i.e. worst forms of child labour) and documented 
that	it	does	not	exist	in	the	ME’s	supply	chain.	Such	a	
report would need to include proof of the scope of the 
investigation, testimony of individuals interviews, the 
MEs	documented	policy	on	the	issue.

The second kind of evidence is the existence of a 
complaint	 response	 system,	 whereby	 the	 ME	 has	 a	
point of contact for complaints and can demonstrate 
that it has the capacity to receive and act on complaints 
relating to this issue.

The data storage and processing demand of this 
module	are	significant.	Each	of	the	needed	reports	will	
likely	 require	 the	 storage	 of	 significant	 amounts	 of	
supporting evidence in the form of witness testimony 
or interview transcripts. The complaint response 
system or systems will—for each complaint—require 
storing the details of the complaint as well as the 
response by the mining entity. In lower risk areas, of 
course, complaints may be few and the data storage 
requirements correspondingly small. In areas with 
more risk of human rights abuses, the need to track 
and respond to complaints may well be one of the 
factors	leading	an	ME	to	consider	a	supply	chain	data	
solution.

Module 4: Risks Requiring Disengagement Only 
After Unsuccessful Mitigation

Module 4 focusses on two issues: the relationship of the 
ME	to	public/private	security	forces	(essentially	army,	
police,	or	private	security	hired	by	a	ME	to	protect	its	
assets), and the payment of legitimate taxes and the 
avoidance of money laundering and bribery (to avoid 
paying taxes or disguise the origin of minerals). In this 
case,	buyers	would	be	required	to	disengage	only	if	ME	
could not mitigate these risks after a set period of time.

This module will require reports, either demonstrating 
the absence of one of the forbidden criteria (i.e. illegal 
taxation of mines or supply routes) or, where the 
problem does in fact exist, a risk management plan 
that aims to reduce and eliminate the problem over a 
set	period	of	time.	The	ME	must	also	demonstrate	that	it	
has paid all legal taxes, fees and royalties, and declare 
these	 payments	 to	 any	 EITI	 scheme	 in	 operation	 in	
their country. In data management terms these are 
fields	that	require	multiple	entries.	In	practical	terms,	
however,	all	that	these	criteria	require	is	the	ME	and	
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2.3 Implementing and Reporting Requirements

In	 the	 final	 step	 of	 the	 planetGOLD	 due	 diligence	
process, the data described in Section 2.2 needs to be 
collected and organized in order to produce a series 
of	reports—two	preliminary	reports	 in	 the	first	year	
of participation in the due diligence process, and then 
annual due diligence reports as operations continue. 

its members keep copies of their purchase and sales 
receipts and provide them to authorities upon request. 

This module also contains one of the most technically 
challenging standards—the requirement that the 
ME	and	 its	members	maintain	 a	 chain	of	 custody	or	
traceability system for all minerals commercialized 
by	the	ME.	By	far	the	most	onerous	requirement	from	
a data management perspective is the requirement to 
demonstrate the provenance of minerals sold by the 
ME,	via	a	traceability	of	chain	of	custody	system.	The	
need to establish traceability or chain of custody, is 
often	the	determining	factor	leading	an	ME	to	seek	out	
a supply chain data solution. 

planetGOLD Specific Criteria 

In	 addition	 to	 CRAFT	 elements,	 the	 planetGOLD	
Criteria	 contain	 three	 additional	 elements.	 The	 first	
requires	the	ME	to	demonstrate	that	gold	is	produced	
without mercury, and that any (legacy) mercury-
contaminated tailings are appropriately managed. 
The	 second	 standard	 requires	 the	ME	 to	 respect	 and	
protect the rights of Indigenous Peoples. The third 
standard	 requires	 the	ME	 to	minimize	 its	 impact	 on	
biodiversity. 

The evidence for these criteria includes policy 
statements,	reports	on	the	ME’s	engagement	with	any	
local Indigenous Peoples, along with environmental 
licenses and other supporting documents. The 
biodiversity requires evidence on water quality. If the 
ASGM operator has mercury-contaminated tailings, 
data on their management would also be required; 
multiple measurements of the mercury content of any 
tailings	 would	 likely	 be	 required	 for	 MEs	 receiving	
tailings for processing. 
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As noted earlier, for ASGM producers wishing to gain 
access to international gold markets, the challenge 
is to document conformance with due diligence 
requirements to the satisfaction of downstream gold 
purchasers. Based on the analysis of data management 
requirements to support this documentation, some 
ASGM operations may choose to employ supply 
chain technologies to facilitate that task. This section 
summarizes types of solutions, as well as the basic 
functional elements of these solutions.

3.1 Types Of Supply Chain 
Technology Solutions

Different	 types	 of	 supply	 chain	 technology	 solutions	
exist	to	address	different	needs.	These	include:

 ◂Traceability only solutions, which can assure 
traceability	 for	a	ME	but	do	not	address	 the	other	
aspects of due diligence.

 ◂Due	diligence	only	solutions,	which	enable	an	ME	
to capture and analyse all of the data required 
for due diligence compliance but do not include 
traceability. 

 ◂Comprehensive due diligence solutions, which 
include a traceability component.

 ◂Alternative provenance solutions, which address 
the issue of mine origin only.

 ◂Value-added solutions, which address traceability 
and due diligence, and bring extra value to the 
ME,	often	in	the	form	of	digital	payments	or	access	
to	finance.

3.2 Common Functions of Supply Chain 
Technology Solutions

Whatever supply chain technology is chosen, any 
solution is essentially an information system, designed 
to collect, store, process, analyze and distribute 
information. The sections below explore these 
functions,	 and	 the	 different	 approaches	 different	
systems use to accomplish these tasks.

Data Collection

There are typically two distinct categories of data 
collected by a supply chain technology solution: 
due diligence and traceability (see Figure 1). These 
different	 categories	 of	 data	 mandate	 different	 data	
collection strategies.

Due diligence data	 is	 used	 to	 document	 a	 ME’s	
compliance with the responsible sourcing and due 
diligence requirements that obtain for the supply chain 
(i.e. the planetGOLD Criteria in the case of planetGOLD 
projects).	As	described	in	Section	2,	due	diligence	data	
largely focusses on documenting the conditions in and 
around the production site: the identify of the producers 
and other supply chain actors; working conditions and 
the	presence	or	absence	of	child	labour;	conflict	in	or	
around	the	ME	or	its	supply	chain;	the	ME’s	relations	
with public or private security forces; relations and 
consultation	efforts	with	indigenous	peoples;	the	ME’s	
impact on the environment; the use of chemicals such 
as mercury or cyanide.

A good portion of this information can only be 
collected via interviews with local stakeholders or 
field	inspections	of	production	sites	and	their	environs.	
Data collection is thus likely to be a manual process, 
backed up by tools such as questionnaires to facilitate 
semi-structured interviews. Data technology may play 

3.0 Supply Chain Technology Solutions
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a role in facilitating the uploading of this information to a digital format: questionnaires can easily be put on 
cellphone	or	handheld	apps;	electronic	forms	can	be	used	to	capture	key	information	findings.	But	by	its	nature,	
much of this due diligence information cannot be collected by digital data capturing technologies.

Traceability/chain of custody data	is	concerned	exclusively	with	tracking	the	flow	of	gold	ore	and	gold	doré	as	it	
moves downstream from mine site to processing plans to traders and exporters. This information to be collected 
consists of small sets of known data types repeated many times over: weight of gold parcel, date of production/
sale; owner; production/sale site; ID number. As such, traceability/chain of custody data lends itself to capture via 
digital data capture technologies. Most supply chain technology solutions use some kind of digital data capture, 
often	a	handheld	device	(a	cellphone	or	tablet)	in	field	situations	or	a	laptop	or	web	portal	in	less	environmentally	
difficult	environments.	More	detail	on	traceability	and	chain	of	custody	is	provided	in	Section	4.

Data

Data

Data

Data
PIT

Trader

Export

Processing
Plant

Figure 1: Types of Supply Chain Data
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Data Storage

In their pursuit of due diligence compliance, supply 
chain technology systems generate vast amounts 
of data. The more advanced systems store this data 
on cloud-based servers, in either block-chain of 
standard database format (see Section 4 for detailed 
discussion). Most of these systems have some provision 
for	 returning	 this	 data	 to	 the	ME	 should	 the	 service	
contract come to an end. Basic computerized systems 
store	 the	data	on	a	 laptop	or	desktop	kept	by	 the	ME	
itself. At the most basic level, data is stored in the form 
of paper documents kept in some form (either scanned 
or	in	native	paper	form)	by	the	ME.

Data Analysis/Reporting/Distribution

Conformance with planetGOLD Criteria requires 
the production of a number of reports: several in the 
first	year	of	operation,	and	annual	reports	thereafter.	
These reports in turn are based in some part on 
analysis	of	the	data	collected	by	the	system.	Different	
systems	 have	 different	 strategies	 and	 capacities	
when it comes to analysing and reporting data, and 
distribution of these data to downstream buyers. The 
more sophisticated systems have built in analysis and 
reporting tools that are or can be customized around 
the	requirements	of	the	due	diligence	scheme	in	effect	
for	 any	 particular	 ME.	 Less	 sophisticated	 systems	
provide more generalized analysis and reporting tools. 
The most basic systems provide no such tools and leave 
the	tasks	of	analysis	and	reporting	to	the	ME	itself.
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4.1 Chain of Custody and Traceability

Module 4 of the planetGOLD Criteria includes a 
requirement	 for	 MEs	 to	 implement	 either	 chain	 of	
custody or traceability in order to track the origin 
and	destination	of	minerals	flowing	along	the	supply	
chain. Some elements of this requirement merit 
further elaboration.

The	first	is	a	question	of	terminology:	traceability	and	
chain	 of	 custody	 are	 often	 conflated	 in	 discussions	
of supply chain due diligence, which can be a source 
of confusion. There are in fact important technical 
differences	 between	 the	 two,	 at	 least	 within	 the	
technical world of supply chain technology solutions. 
Sections	3.2.1	and	3.2.2	below	explain	the	differences	
between	 the	 two	 and	 clarify	 the	 definitions	 of	
‘traceability’ and ‘chain of custody’ as they used in 
this report.

A second related issue is the use of the term ‘bag and 
tag’ to describe traceability systems. ‘Bagging and 
tagging’ describes the process of placing a quantity 
of minerals in a closed container (often a bag of some 
size) and then sealing the container with a zip-tie 
with a unique bar-coded serial number attached. 
Bagging and tagging provides a convenient way to 
isolate a quantity of minerals and then identify that 
quantity with a unique serial number. Bagging and 
tagging is commonly used in both chain of custody 
and traceability systems and indeed its use is frequent 
enough that the term ‘bag and tag’ is sometimes used to 
mean traceability. However, it is possible to implement 
traceability and chain of custody systems without 
resort to bagging and tagging.

The	final	aspect	to	consider	is	the	relative	importance	
of the traceability/chain of custody requirement. In the 
text of the planetGOLD Criteria, traceability/chain of 
custody is but one requirement among some 30 others. 
As a practical matter, however, the need for some kind 
of traceability/chain of custody system is an absolute 
requirement of due diligence as it is a criterion that 
buyers fully insist on,3	 and	 thus	 one	 of	 the	 major	
burdens facing ASGM producers attempting to comply 
with international due diligence standards. 

The need to demonstrate traceability is often one of 
the	 prime	 reasons	 that	 a	 ME	 opts	 to	 bring	 on	 some	
kind of supply chain technology solution. Whether to 
opt for such a solution will depend largely on the risk 
environment, the volume of gold produced, and the 
needs of the formal market buyer.

4.0 Key Concepts in Supply Chain Technology

3 That buyers put such emphasis on traceability is to a large extent a result of the historical context in which due diligence standards were developed. 
Throughout the conflict in the DR Congo, gold exporters in the DRC and also in neighbouring countries would often claim ignorance of or else actively 
disguise the origins of the gold they were selling, giving it a fictitious provenance in a country or region unaffected by conflict. The practice was so 
widespread that buyers came to doubt any claims about gold origins that were not backed by some kind of rigorous documentation. Traceability or chain 
of custody thus became an absolute requirement of due diligence.
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Figure 2: Schematic of a Chain of Custody System

4.1.1 Chain of Custody—Definition

A chain of custody system assures that a document 
trail is created as gold is produced and bought and 
sold, traveling down the supply chain from miner to 
processor to trader to exporter (See Figure 2). At its most 
basic, a chain of custody system can be implemented 
by keeping copies of sales receipts recording the 
sales of gold from miner to trader and from trader to 
exporter. These receipts must of course include key 
information such as the date, the names of seller and 
buyer, the weight and purity of the gold, and, for miner 
sales receipts, the origin of the gold (i.e. the pit or mine 
where the gold was sourced). 

Some	verification	is	built	in	as	gold	is	aggregated	from	
one level of the chain to the next. For example, a trader 
assembling a 1kg parcel of gold for sale to an exporter 
would need to assure that he has copies of the miner 
receipts making up that 1kg parcel. Farther down the 
chain, an exporter assembling 20 such 1-kg parcels 
would need to assemble 20 trader-level receipts each 
for 1kg worth of gold; each of these would in turn have 
attached the miner level receipts for this gold. 

At export, with such a chain of custody system, it is 
possible—if somewhat laborious—to follow the receipt 
chain backwards from exporter to traders to the many 
miners who contributed gold to the parcel, and thus 
identify the origin of all of the gold in the parcel. The 
ability to identify the origin is all that Module 4 of the 
planetGOLD Criteria requires, so a chain of custody 
system	satisfies	the	requirements.

There are a number of things a chain of custody 
system cannot do. As the documents travel with the 
gold, there is no way to know at any given time where 
gold is located on its route from mine to exporter. Gold 
effectively	vanishes	from	the	moment	it	leaves	a	miner’s	
hands until it arrives at the top of the chain with an 
exporter.	Also,	as	data	is	not	digitized,	it	is	difficult	to	
generate statistics regarding gold production by site, 
for example, or gold trades by trader, or generate other 
analytics. In short, chain of custody can assure buyers 
of the route taken by the gold, but generates little other 
useful data.
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Figure 3: Schematic of a standard traceability system

4.1.2 Traceability

With a traceability system, information on mineral 
parcels is typically digitized and captured at key 
points along the supply chain and then transmitted to a 
relational	database	which	tracks	mineral	flows	in	real	
time along the entire supply chain (see Figure 3). Like 
a chain of custody system, a traceability system can 
determine the mines of origin and miners and traders 
who contributed gold to any particular export parcel. 
In	 addition,	 a	 traceability	 system	 offers	 a	 variety	 of	
more sophisticated features.

For	 example,	 because	 the	 mineral	 flow	 information	
is captured and digitized in real time, a traceability 
system can show where a particular parcel or parcels of 
gold are in the chain in real time. (In a chain of custody 
system, by way of contrast, a gold parcel is more or less 
invisible from the point it leaves a miner’s hands until 
it arrives at the exporter point, hopefully with receipts 
attached).	This	real	time	monitoring	of	gold	flows	can	
provide a greater level of sourcing assurance in high-
risk areas.

A traceability system permits more sophisticated 
analyses	 of	mineral	 flows	 in	 the	 supply	 chain.	With	
traceability it is simple, for example, to quickly 
determine the monthly or annual production of a 
particular mine site, or pit or group of pits, or to 
show which exporters are sourcing from a mine site 
or production area. A traceability system will also 
accurately keep track of gold prices, volumes and 
purities	along	the	supply	chain,	something	difficult	to	
achieve otherwise.

Finally, because many traceability systems involve an 
independent entity capturing data at key choke points 
on the supply chain, traceability can often provide a 
level	of	3rd	party	verification	not	present	in	chain	of	
custody systems.

For all of the above reasons, traceability is considered a 
more rigorous guarantee of mineral origin. It can thus 
be considered more appropriate in high-risk contexts. 
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4.2 Blockchain 

Blockchain is a database technology that was invented in the early 1990s but only began to have wider application 
when it was adopted as the basis of the Bitcoin cryptocurrency in 2008. It has since found uses in a variety of 
applications, including supply chain management. 

Blockchain versus Traditional Database Technology

The	vast	majority	of	supply	chain	traceability	systems	currently	in	use—be	it	in	mining,	agriculture,	textiles	or	
other sectors—rely on traditional database technology. With a traditional database a single entity typically takes 
charge	of	storing	managing	all	of	 the	records	 in	a	database.	Different	 levels	of	access	are	granted	to	different	
users, often mediated by some kind of password. Some users can only view data, while others have the power 
to create, read, update or delete records. This is the sort of database most consumers are familiar with via such 
common database applications as bank accounts or utility bills. In these systems, it is the database owner that 
has the responsibility for maintaining the integrity of the records in the database. A schematic of the traditional 
centralized database is shown on the left side of Figure 4 below.

User

User

User

User

User

User

User

User

User

User

Traditional Database

User

User

User

User

User

User

User

User

User

Blockchain

Centralised
Database

Figure 4: The difference between Traditional and Blockchain data distribution

Blockchain	databases	have	a	fundamentally	different	structure.	With	a	blockchain	database—as	shown	on	the	
right-hand	side	of	Figure	4,	the	data	is	distributed	across	any	number	of	nodes	in	a	peer-to-peer	network.	Each	
node in the network contains its own copy of the ledger, that is its own copy all of the transactions (i.e. the data) 
in the blockchain database. The highly distributed nature of data is one of the aspects of a blockchain system that 
makes	it	especially	resilient	to	attempts	to	infiltrate,	hack	or	corrupt	data	in	the	database.	Such	an	attempt	would	
have	to	infiltrate	not	just	one	site	but	rather	a	majority	of	the	nodes	in	the	network.

Hash codes and Blockchain structure

The	other	major	protection	lies	in	the	way	data	is	strung	together	in	a	blockchain.	Figure	5	below	shows	a	simplified	
schematic	of	a	blockchain.	Each	block	 in	 the	chain	contains	 some	data,	a	 timestamp	 (not	 shown),	a	 “hash”	or	
cryptographic code identifying the block, and the hash of the previous block in the chain. A hash is generated 
using a cryptographic algorithm (essentially a complex mathematical formula) that takes certain inputs about the 
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block—typically	its	size,	sender	and	receiver—and	converts	this	data	into	a	fixed	length	alphanumeric	code	(i.e.	
A4CE23847	in	Block-2	in	the	example	below).

The	data	 blocks	 are	 chained	 together	 by	 linking	 the	 “previous	hash”	field	 in	 one	block	 to	 the	 “hash”	field	 in	
the	current	block.	Thus	block-3	in	the	example	below	contains	the	“previous	hash”	code	which	links	it	back	to	
the	“hash”	of	block-2,	which	in	turn	links	back	via	the	“previous	hash”	field	to	the	“hash”	of	block-1,	known	in	
blockchain as the genesis block. 

It	is	the	properties	of	the	hash	fields	that	are	the	key	to	the	data	integrity	of	a	blockchain.	For	starters,	a	hash	
algorithm	is	one-way—that	is,	it	is	effectively	impossible	to	take	the	hash	itself,	the	string	of	letters	and	numbers,	and	
work backwards to re-create the inputs. Having a hash thus reveals nothing about the data contained in the block.

Genesis Block Block 2 Block 3

Data:	“Milkshake”

Previous Hash:	064ADEB45

Hash:	B96DE2E22F

Data:	“Canada”

Previous Hash: 000000000 

Hash:	064ADEB45

Data:	“Antwerp”

Previous Hash: B96DE2E22F	

Hash:	24AB42EDF4

Figure 5: A simple blockchain schematic

Equally	 importantly,	a	hash	is	deterministic—the	same	inputs	will	always	generate	the	same	hash	code	as	an	
output.	This	has	a	couple	of	ramifications.	First,	when	a	node	receives	any	new	block,	it	can	verify	the	hash	of	that	
block by running the same inputs through the same hash algorithm. Secondly, were some unauthorized party to 
make changes to the data in a block, it would change the inputs to the hash algorithm, which would then produce 
a	completely	different	hash	code.	The	link	to	the	next	block	in	the	chain	would	be	broken,	and	the	breach	in	data	
integrity would be revealed.

It is for these reasons that data in a blockchain can be so widely distributed without fear of its corruption; the data 
itself provides the guarantee of its own integrity. 

Types of Blockchain

There	are	different	types	of	blockchain.	One	of	the	most	important	distinctions	among	blockchain	types	is	whether	
the blockchain is public or private (sometimes known as open or closed). An open, public chain can be viewed by 
anyone, while a private chain can be viewed only by selected individuals. A second important distinction lies in the 
level of permission required to add information to the chain. A permissionless chain allows anyone to write new 
data to the chain or commit new blocks (verify new blocks for addition to the chain). With a permissioned chain 
only	a	select	group	of	users	can	write	new	data	or	commit	new	blocks.	(Note	that	unlike	a	traditional	database,	data	
is never deleted from a blockchain; new transactions are always added to an ever-lengthening chain). 



R E P O R T |  S U P P LY C H A I N T E C H N O L O G Y F O R p lane t G O L D P R O J E C T S
17

These four types of blockchain are summarized below in Figure 6. 

READ WRITE COMMIT EXAMPLE

BLOCKCHAIN 
TYPES

OPEN

Public 
Permissionless

Open to 
anyone Anyone Anyone Bitcoin, 

Ethereum

Public 
Permissioned

Open to 
anyone

Authorized 
participants

All or subset 
of authorised 
participants

Supply chain 
ledger for 

retail brand 
viewable by 

public

CLOSED

Consortium

Restricted to 
an authorised 

set of 
participants

Authorised 
participants

All or subset 
of authorised 
participants

Multiple banks 
operating a 

shared ledger

Private 
permissioned 
“enterprise”

Fully private or 
restricted to 
a limited set 
of authorised 

nodes

Network 
operator only

Network 
operator only

External bank 
ledger shared 

between parent 
company and 
subsidiaries

Source: Hileman & Rauchs, 2017

Figure 6: Types of Blockchain by permission model

Blockchain Limitations

Intriguing as blockchain technology clearly is, there are some drawbacks to blockchain applications for supply chain 
applications. These include:

1. Data input quality: a blockchain system will guarantee the integrity of supply chain data once it enters the 
system. It does not guarantee the quality of the data gathered by the system. In ASGM situations, capturing 
good	data	in	difficult	field	conditions	at	a	reasonable	cost	has	been	the	greatest	challenge	to	reliable	traceability	
systems. To overcome this challenge, blockchain solutions for ASGM rely on many of the same technologies 
employed by standard database implementations: bagging and tagging of individual mineral lots, with the 
data for mineral lots captured via handheld units (often cellphones with a data capture app) wielded by trained 
personal at key points along the supply chain. The data quality of blockchain solutions is thus not qualitatively 
better than that of a traditional traceability system.

2. Connectivity: data capture for ASGM supply chains often occurs in areas with little or no connectivity. This 
is a particular challenge for blockchain solutions, which require reasonable computing power to generate 
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the hash and blocks which store data, and which 
normally rely on cloud-based mechanisms for 
data storage. There are technical work arounds 
to this challenge—hand held apps can be devised 
to generate blocks and store transactions until 
connectivity is re-established—but the challenges 
are greater for blockchain systems than they are for 
traditional database solutions.

3. Blockchain interoperability: with multiple 
blockchain tracking initiatives starting up, it’s not 
yet clear whether transactions recorded on one 
system will be able to be read or transferred or used 
effectively	on	other	blockchain	systems.

4. Slow block time: the block time is the average time 
it takes for the network to generate one extra block 
in the blockchain. Because of the computing power 
required to generate a new hash, this can take 
anywhere from a few seconds to minutes for bitcoin 
operations. Supply chain applications typically use 
simpler encoding algorithms, and ASGM production 
sites typically have low numbers of transactions 
(i.e. new ore bags, or new gold processing outputs) 
per	day,	but	this	limitation	could	become	significant	
as operations scale up.

4.3 1st/3rd Party Verification

Supply chain technology solutions are both evaluated 
as	 to	 whether	 they	 provide	 1st	 party	 verification	 or	
3rd	 party	 verification	 with	 due	 diligence	 standards	
or	criteria.	The	differences	between	the	two	levels	of	
verification	are	important.

In	 1st	 party	 verification,	 it	 is	 the	 subject	 of	 the	
verification	 itself	 who	 performs	 the	 due	 diligence	
checks and provides the data demonstrating due 
diligence. Thus when a mining entity itself (e.g., a 
miners’ association or a cooperative) or an exporter 
assembles and presents a due diligence report showing 
its own compliance, that is considered 1st party 
verification.	As	there	is	a	conflict	of	interest	inherent	

in	 this	 level	 of	 verification—the	ME	 both	 conducted	
the	due	diligence	check	and	stands	to	benefit	if	found	
in	 compliance—1st	 party	 verification	 is	 considered	
less	reliable	than	3rd	party	verification.

2nd	party	 verification—a	kind	 of	 subset	 of	 1st	 party	
verification—occurs	 when	 a	 second	 entity	 not	
completely	 independent	of	 the	first	performs	the	due	
diligence.	For	example,	if	a	planetGOLD	country	project	
team conducts a due diligence investigation on one of 
its	project’s	mining	entities,	it	would	be	considered	2nd	
party	verification.	The	planetGOLD	team	has	a	vested	
interest	in	seeing	its	own	ME	succeed,	and	so	cannot	be	
considered completely independent.

3rd	 party	 verification	 is	 when	 an	 entity	 completely	
independent of the mining entity conducts the due 
diligence	verification.	In	some	situations,	for	example,	
a mining entity might contract a 3rd party auditor 
who would then conduct a thorough investigation of 
the	ME’s	due	diligence	situation	and	provide	a	written	
report. As the auditor is an independent entity, this 
would	be	considered	3rd	party	verification.

The planetGOLD Criteria are designed to rely on a 
1st	 party/2nd	 party	 verification	 system;	 the	 mining	
entity	 (ME)	 is	 itself	 charged	 with	 investigating	 and	
reporting on its own production conditions, while the 
planetGOLD	 country	 project	 teams	 are	 expected	 to	
assist with the process and review the resulting reports. 
Two	key	reasons	underlie	this	design.	The	first	is	the	
notion	 that	MEs	 should	have	or	develop	 the	 capacity	
to report credibly and independently on their own 
production conditions. The second is economics: 3rd 
party	verification—an	audit	for	example—is	generally	
expensive enough that it cannot be supported by the 
revenues generated by the supply chain. 

In theory, due diligence is the responsibility of gold 
buyers. The planetGOLD Criteria due diligence can 
provide buyers with needed information to feed into 
their own due diligence processes. However in practice, 
the challenge for ASGM operations is that many 
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legitimate gold buyers are reluctant to accept only 1st 
or	 2nd	 party	 verification	 as	 sufficient	 to	 guarantee	
that	an	ME	 is	due	diligence	compliant.	 Some	refiners	
accept	 some	 other	 kind	 of	 independent	 verification	
or	cross	check—a	government	verification	of	chain	of	
custody during the export process, for example, or a 
government cross check of a mine’s declared production 
with the geology and changing pit depths at a mine site 
as	a	verification	of	mine	origin.	Other	refiners	insist	on	
some	kind	of	ongoing	3rd	party	verification.	

Mining entities with a formal market buyer in mind 
should consider contacting that buyer to determine 
what	level	of	verification	they	will	accept.	If	the	buyer	
needs	 3rd	 party	 verification,	 there	may	 yet	 be	 some	
flexibility	in	how	that	level	of	verification	is	achieved.	
If	a	refiner	truly	insists	on	full	3rd	party	verification,	
there are supply chain technology solutions (described 
in Part II) who provide that service. The payment for 
such	service	will	have	to	be	negotiated	between	the	ME	
and the buyer.
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5.1 Purpose Of These Questions

Before choosing a supply chain technology solution, 
mining entities will need to evaluate both the quality 
of	the	technical	package	on	offer	as	well	as	its	ability	to	
match with their needs. The following list of questions 
should aid mining entities, as well as planetGOLD 
project	 managers	 providing	 assistance	 to	 ASGM	
beneficiaries,	in	conducting	these	evaluations.

5.2 Questions

1. Type of Solution

 ◂What	 kind	 of	 solution	 is	 being	 offered?	 Is	 it	 a	
traceability	solution,	a	due	diligence	solution?	Is	it	
both?	Or	does	it	address	some	other	concern?

Some companies specialize in traceability, and do not 
provide due diligence capability. Other companies 
specialize in due diligence. Some providers offer both 
as a package. It’s important to be clear about what’s 
being offered.

Traceability is the more sophisticated of the two-gold 
tracking techniques and is thus more often a feature 
of the more technically advanced—and also more 
expensive—systems.

2. System Functionality

 ◂How	does	the	system	function?	Where	are	the	data	
collection	points?	What	data	gets	collected?	Where	
and	 how	 is	 the	 data	 stored?	 Are	 there	 built-in	
reporting	 or	 analysis	 tools?	 Can	 these	 tools	 be	
adapted	to	specific	needs	or	situations?

3. System Design

 ◂How much design work will be required to develop 
a	 solution	 customized	 to	 your	 particular	 project?	
Will this design work involve site visits to the site by 
the	solution	provider?	Who	will	pay	for	these	visits?

 ◂Once the design has been made, can changes still be 
made	to	the	system?	Until	what	point?	At	what	cost?	

4. Data Collection

 ◂What technology is employed to collect data and 
input	it	into	the	system?	Paper	and	pencil?	Handheld	
device	(phone	or	tablet)?	Laptop?	Something	else?

 ◂Who	provides	this	equipment?	(i.e.	is	it	the	project	
or	the	solution	provider?)

 ◂ If the system uses laptops or handheld devices 
(phone or tablet), is special software or app 
required?	Who	provides	this	app?

 ◂Does	the	system	require	internet	access?	Cell	phone	
access?	Both?

 ◂Can the system still collect and process data even 
when the internet/cellphone network is down, and 
then	transmit	this	data	when	service	is	restored?

 ◂This is known as asynchronous data collection, 
and it is critical for most ASGM solutions, as 
cellphone/internet service in ASGM locations is 
often intermittent.

5.  System Operation

 ◂Who	will	operate	 the	system?	Miners	 themselves?	
Processing	plant	operators?	Traders??	The	solution	
provider’s	employees?	

 ◂What level of expertise is required to operate 
the	system?

6. Training 

 ◂What kind of training is provided by the 
solution	provider?

 ◂ In	what	language	is	training	available?

 ◂Does	training	take	place	over	video,	or	on-site?

5.0 Questions to Ask a Solutions Provider
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Software providers like to talk about volumes of 
data, which often don’t mean much to people in 
ASGM. Better, if possible, to tie annual costs to a more 
‘mining-centered’ metric, such as volume of ore, or 
volume of gold, or number of production pits.

 ◂What’s	 included	 in	 the	 initial	 fees?	 Initial	 design,	
design changes, equipment (i.e. for data collection, 
does the company provide cellphones/laptops or 
is	 this	 the	 responsibility	 of	 the	 ME),	 installation,	
trouble-shooting?

 ◂What’s	included	in	the	annual/subscription	fees?	Data	
storage?	Telephone/web	Support?	In	the	field	support?

8. Comparing the Cost of the Technology to Gold Value 

 ◂How does the cost of the technology solution 
compare	 to	 the	value	of	 the	 gold	being	produced?	
Will miners receive less money for their gold 
because	of	this	solution?	How	much	less?	Will	they	
be able to earn more money through their ability to 
show	their	gold	is	produced	responsibly?

One excellent way to gauge these impacts is to 
calculate the cost of a solution relative to the export 
value of the total gold produced by the ME. As most 
solutions have set up costs and annual subscription 
costs, it’s best to calculate these costs over a longer 
time period—5 years for example. For example, 
assuming a scenario where:

 y World gold price is $50/g, gold is produced with 
purity of 95% and at a production level of 20 kg/
month, the export value would be $11.4 million 
per year.

 y If a provider offers a supply chain solution the 
average annual cost over 5 years is around $50,000 
per year, then dividing one by the other shows that 
the solution will cost about 0.5% of the gold value. 

 ◂What	is	the	set-up	and	handover	procedure?	

 ◂ Is set-up and handover done on-site, or remotely 
via	video?	

Some few solution providers put their own personnel 
on the ground to operate their system. Most others 
expect ME personnel to operate most or all of the 
system elements. For solutions such as these, some 
training for ME personnel and others charged with 
operating the system will be required. Some solution 
providers offer direct training of ME personnel. 
Others offer a ‘train the trainer model’. Others offer 
only online tech support.

7. Cost and Pricing Model 

 ◂What	is	the	pricing	model?	

 ◂Who	pays—the	ME,	 the	miners,	 the	processor,	 the	
exporter,	the	buyer?	

Some solutions put the responsibility for paying 
its costs on the Mining Entity, or whether costs are 
assessed further down the chain at the level of the 
exporter or the final gold buyer.

 ◂How	are	payments	structured?	

 ◂Do costs depend on volume, either volume of data 
or volume of gold or number of dig sites or some 
other	metric	 tied	 to	 the	 scale	of	production?	 If	 so,	
is the provider willing to negotiate how these costs 
are	structured?

Many providers have a ‘software as a service’ model, 
which means that in addition to up-front set-up 
costs, there are also annual fees to cover software 
usage and data storage costs. Some solutions charge 
a regular subscription fee on a monthly or annual 
basis. Others charge based on the number of mine 
sites, or on the number of miners, or on the volume 
of gold produced. A very few supply chain solutions 
are free. Some have only nominal equipment costs but 
require a significant contribution in time and effort 
on the part of the ME itself. 
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12. Experience base

 ◂Does the solution provider have any existing clients or 
projects	involving	artisanal	supply	chains?	Where?	

 ◂ If	 yes,	 what	 basis	 are	 these	 projects	 funded	 on	
(i.e. are they fully commercially endeavours or 
development-funded	projects	of	some	kind)?	

13. Detailed Design Specification

 ◂One very useful way to obtain specific answers from a 
solution provider is to develop specifications document 
describing in detail the situation any solution 
would have to address and the results that would be 
expected. An example of specification document for a 
traceability solution is given in Annex A.

 ◂Provide this specification document to the solution 
provider, and then ask them to provide a design 
or proposal document, detailing what a solution 
would provide including which parties would take 
responsibility for which elements (i.e. planetGOLD does 
x, y, z, while solutions provider is responsible for a, b 
and c) with an estimate of the upfront (1st year) design 
costs and the annual running/subscriptions costs. 

14. 1st/3rd Party Verification

 ◂What	kind	of	verification	does	the	solution	offer?

For reasons of economics, most supply chain 
technology systems provide only 1st or 2nd party 
verification. The cos of having independent personnel 
collecting data and verifying conditions on the ground 
typically render 3rd party systems more expensive.

 y This means the traceability solution will take 
50c/g off the price of gold. If traceability does not 
also lead to an increase price, miners will need to 
accept 50c/g less for their gold. Will miners accept 
this difference, or is the price difference like to 
encourage them to sell their gold outside of the 
system, or outside of legal channels altogether? 

9. Production Volume Requirements

 ◂Does the provider require a minimum volume of 
gold	production?	What	is	the	minimum?	

Defraying the cost of an advance due diligence 
or traceability system with volumes less than 
20kg/month can prove a challenge.

10. Data Ownership and Data Access

 ◂Who	owns	data	collected	by	the	solution?	Where	is	
the	data	stored?	How	is	access	to	the	data	controlled?	
Who	will	have	access?	

 ◂ Is	 there	 a	 way	 for	 project	 data	 to	 be	 returned	 to	
the	project,	or	to	its	owners,	 if	 the	project	ends	its	
contract	with	 the	 solution	provider?	How	will	 the	
data	be	returned?	In	what	format?	

There are many important issues relating to data 
ownership and data access. Policies on who owns 
data and who can have access to data may well vary 
from one project to another. Any solution provider 
should be willing to accede to and implement the 
data policy developed by the planetGOLD project and 
its stakeholders.

11. Ongoing Technical Support

 ◂What	 kind	 of	 technical	 support	 is	 provided?	 In	
what	languages?

 ◂ Is support provided via phone or videoconference, 
or	are	site	visits	possible?	

 ◂What	is	the	cost	of	technical	support?	Is	it	included	
in	the	package,	or	does	it	cost	extra?
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15. Functionality with planetGOLD Criteria

 ◂ Is	the	solution	compatible	with	planetGOLD	Criteria?	

Supply chain technology solutions for ASGM 
operations have arrived relatively recently on 
the market. None so far have been designed with 
the planetGOLD Criteria in mind, but some have 
worked with the OECD due diligence guidelines and 
designed their supply chain solution around meeting 
the OECD’s requirements. Such OECD compliant 
systems will be easiest to modify to accommodate the 
additional planetGOLD standards. Quite a few other 
systems began by focussing on one system element—
traceability or complaints monitoring—and have 
then expanded or begun expanding their system into a 
full due diligence compliant supply chain technology. 
Systems that have only recently extended their system 
to cover due diligence may not offer as comprehensive 
or sophisticated or smoothly functional a solution as 
ones that have worked with due diligence elements for 
some time. 
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This	 section	presents	 project	managers	with	 a	 series	
of	questions	 that	should	be	posed	about	 their	project	
beneficiaries,	 with	 a	 view	 to	 determining	 which	 if	
any	 of	 the	 above-mentioned	 solution	 might	 best	 fit	
their needs. The suitability of the solution will mainly 
depend on:

 ◂ the	risk	environment	and	the	major	due	diligence	risks

 ◂production levels, current and future

 ◂capacity	levels	of	project	stakeholders

 ◂connectivity	in	the	project	area

 ◂needs/concerns of potential gold buyers 

 y what	are	their	major	due	diligence	concerns?

 y what	kinds	of	assurance	will	meet	their	concerns?

The short sections below expand upon these points.

Risk Environment and Major Risks

What	is	the	risk	environment?	Is	there	armed	conflict	
in the immediate vicinity or in the same province or 
territory,	or	even	in	the	same	country	as	the	mine	site?	
If	 so,	 then	conflict	become	 the	major	 risk	 factor,	 and	
any system will need robust tools for demonstrating 
that	the	project	gold	does	not	finance	conflict.	If	there	
is	 no	 conflict	 (and	 associated	 grave	 human	 rights	
risks), then many of the Module 3 and 4 risks no longer 
apply, and the technical and data storage demands on 
a solution are much reduced.

In	 the	 absence	 of	 conflict,	 what	 are	 the	 other	major	
risks?	Child	labour	is	often	a	concern	for	formal	market	
buyers	and	may	be	 the	major	project	risk.	The	major	
risk could be managing cyanide use and water quality 
or managing and documents consultations with and 
impacts on local indigenous peoples. By going through 
the planetGOLD modules and identifying which risks 
are	most	likely,	project	managers	can	develop	a	better	

idea of what they need a supply chain technology 
solution to achieve.

Production Levels

What is the current monthly gold production of the 
planetGOLD	 site?	 What	 level	 of	 production	 may	 be	
obtained	 over	 the	 life	 of	 the	 project?	 Production	
volume is an important consideration for supply 
chain technology solutions. Some supply chain 
solutions require a minimum production volume. 
Most	 solutions	 charge	 the	ME	 in	 some	way	 for	 their	
services; some solutions base their fees explicitly on 
production volumes, others have more complicated 
pricing models, but ultimately the cost of the service 
must be defrayed by the value of the gold, including 
potential increase/stability in price associated with 
sale to formal international markets. Sites with larger 
production volumes will have an easier time paying 
these costs.

How	much	of	the	gold	produced	by	the	project	can	be	
brought	 to	a	 single	export	point	and	sold	as	a	block?	
The more diverse the network, the more stakeholders 
(traders, exporters) need to be included in the 
supply chain solution in order to establish chain of 
custody/traceability. More diverse networks are thus 
more technically challenging and more expensive.

Additionally,	gold	purchasers	(i.e.	refiners)	often	have	
a minimum purchase quantity, often 20kg per lot, 
dictated by the logistical costs of handling a gold lot. 
The more diverse a gold supply chain, particularly for 
a site with lower production levels, the less likely that 
any single exporter will be able to assemble a critical 
mass	of	project	 gold.	The	planetGOLD	projects	are	of	
course constrained to work within the commercial and 
social	 milieux	 of	 the	 countries	 where	 their	 projects	
are	 located.	 Even	 so,	 project	 managers	 may	 want	 to	
consider whether the implementation of a supply 
chain solution presents an opportunity to constrain 

6.0  Helping to Choose an Appropriate Solution  
for planetGOLD Beneficiaries
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indicate	a	need	for	some	kind	of	3rd	party	verification	
of due diligence conditions at the site. Based on these 
conversations,	project	managers	can	develop	a	 list	of	
buyer concerns and acceptable mitigation measures, 
and	 help	 the	 ME	 choose	 or	 design	 a	 supply	 chain	
solution accordingly.

the	number	of	actors	 trading	project	gold	 from	mine	
site to export point, with a view to concentrating the 
ME’s	gold	to	one	or	two	exporting	entities.

Capacity Level

What is the technical capacity level of stakeholders 
in	the	project—of	miners,	processing	plant	operators,	
traders	 and	 exporters?	 Many	 of	 the	 traceability	
supply chain solutions require data to be entered 
into applications on Android cell phones at key points 
including the production point (pit), processing plant, 
trading point(s) and exporter. Do stakeholders—
miners in particular—have the technical capacity 
to consistently and accurately capture data about 
the	 gold	 ore	 they	 produce?	 Or	 will	 there	 be	 a	 need	
to	 hire	 dedicated	 data	 capture	 personnel?	 Hiring	
dedicated data capture personnel increases accuracy 
and	 consistency,	 but	 can	 strongly	 affect	 the	 cost	 of	 a	
system. These concerns need to be balanced. 

Connectivity

What	is	cellphone	coverage	like	in	the	project	mining,	
processing	and	trading	areas?	Is	there	internet	in	these	
areas?	Some	supply	chain	technology	solutions	require	
an active internet connection in order to function. 
Others can function with only cellphone service. Others 
can	collect	data	offline,	but	need	to	connect	at	regular	
intervals in order to upload accumulated data to the 
system. The quality and consistency of cellphone and/
or	internet	connectivity	on	the	project	site	will	thus	be	
an important consideration in choosing a solution. 

Potential Markets

One of the best ways to help determine the focus of 
a supply chain technology solution is to engage with 
potential	 markets,	 particularly	 refiners	 or	 jewellers	
interested in sourcing artisanal gold. The focus of 
this engagement should be on determining what the 
potential	buyer’s	major	concerns	are	about	purchasing	
from artisanal sources, and what measures would 
suffice	 to	 alleviate	 these	 concerns.	 Is	 child	 labour	
the	major	 concern,	 or	 the	management	 of	 chemicals	
such	 as	 cyanide	 or	 mercury?	 Some	 purchasers	 may	
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PART II 
Potential Supply Chain 
Technology Solutions
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This section presents overviews and technical details on ten potential supply chain technology 
solutions. They range from the low-tech (paper-based, paper with Excel) to cutting edge solutions 
using blockchain (Minexx, Minespider, Everledger) and trace element technology (Source Certain); 
start-up companies (Minexx, Minespider, Ulula, Datastake); more established companies (Everledger, 
Optel, RCS Global); blockchain database companies (Minexx, Everledger, Minespider); and traditional 
database companies (Datastake, Ulula, RCS, Optel). Their features are summarized visually in Table 1.

For the purposes of this report, these solutions have 
been grouped together according to they type of 
solution provided.

Full Solutions (Due Diligence and Traceability/Chain 
of Custody)	 offers	 a	 full	 suite	 of	 due	 diligence	 tools	
including	 traceability.	 Examples	 reviewed	 in	 this	
report include:

 ◂Paper-based Due Diligence

 ◂The	Excel	Solution—Spreadsheet	with	Paper	Documents

 ◂Minexx

 ◂The	Everledger	Platform	

 ◂Minespider

 ◂Ulula	Stakeholder	Engagement	Technology

 ◂RCS	Global	Better	Mining

Due Diligence Solutions Only	offer	all	the	components	
of due diligence compliance with the exception 
of traceability. The Datastake (Better Chain Due 
Diligence Lab) is presented as an example.

Traceability Solutions Only focus solely on providing 
traceability. The Optel Traceability Solution is 
reviewed as an example of this type of solution. 

Alternative Provenance Solutions	 offer	 a	 way	 to	
demonstrate mine of origin to buyers without the need 
of a supply chain traceability system. Source Certain 
International is presented as an example.
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Table 1: Summary of Supply Chain Solutions

SOLUTION PAPER-BASED EXCEL WITH 
PAPER DATA STAKE

ULULA 
INCIDENT 

MANAGEMENT

OPTEL 
TRACEABILITY 

SYSTEM

Data Collection Manual Manual Manual Electronic 
(handheld and web)

Electronic 
(handheld and web)

Data Storage Paper files Local/paper Cloud Cloud Cloud

Data Analysis
Basic

Some analysis 
capability

Extensive analysis 
tools

Extensive analysis 
tools

Built-in 
customizable tools

Data Distribution Paper reports Paper reports Controlled on-line 
access

Controlled on-line 
access

Controlled on-line 
access

Training 
Required Minimal Minimal Moderate Moderate Extensive

Functionality with 
CRAFT Modules Full Full Full Full Full (with necessary 

adaptations)

Chain of Custody 
or Traceability Chain of custody Chain of custody Chain of custody Chain of custody Traceability

1st/3rd Party
1st party 1st party 1st party 1st party 3rd party

Cost Minimal <0.01% Minimal <0.01% Free $30,960 for 
1-year pilot

 

$53,210 per year; 
0.47% of gold value

Pricing Model
AMP pays AMP pays Free AMP pays AMP pays

Existing 
Example Colombia SBGA n/a

planetGOLD 
Colombia 

(in progress)

IPIS incident 
monitoring 

Eastern DRC

Trial project 
Nyamurhale DRC
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SOLUTION

RCS GLOBAL 
BETTER 
MINING 

SOLUTION

MINE SPIDER MINEXX EVERLEDGER SOURCE 
CERTAIN

Data Collection Electronic 
(handheld and web)

Electronic (handheld 
and web)

Electronic 
(handheld and web)

Electronic 
(handheld and web)

Manual collection 
of gold samples

Data Storage Cloud Cloud Cloud Cloud
Data stored 

with provider

Data Analysis

Built-in 
customizable tools

Built-in 
customizable tools

Built-in 
customizable tools

Built-in 
customizable tools

n/a

Data Distribution Controlled on-line 
access

Block chain 
data sharing

Block chain 
data sharing

Block chain 
data sharing

n/a

Training 
Required Minimal Extensive Extensive Extensive Minimal

Functionality with 
CRAFT Modules Full Full Full Full (with necessary 

adaptations) Not a full 
diligence tool

Chain of Custody 
or Traceability Traceability Traceability Traceability Traceability

Alternative Proof 
of Mine of Origin

1st/3rd Party
3rd party 1st party 1st party 1st party 3rd party

Cost Expensive, likely 
2–3% of gold value

  

Pending

 

0.3% of gold 
export value

 

Pending

 

Pending

 

Pricing Model
AMP pays AMP pays AMP pays AMP pays

AMP importer pay

Existing 
Example

3T mineral chains, 
DRC

Tin mineral chain, 
Rwanda

Gold supply chain 
in DRC

Artisanal diamond 
supply chains, 

other commodities

Numerous LSM 
operations
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Description—As the name implies, the 
paper-based solution involves collecting, 
storing, analysing and transmitting 

all of the information required for planetGOLD 
Due Diligence in the form of paper documents. 
While the advent of electronic data gathering and 
database or blockchain storage systems might 
make a paper-based solution seem antiquated, 
there are in fact a number of solid arguments 
in favour of a paper-based solution, including 
cost, low training overhead and simplicity of 
implementation and continued operation.

Data Collection

A paper-based system involves manual, paper-based 
data collection, using some combination of structured 
interviews or questionnaires, and extensive collection 
and retention of paper documents in the form of 
licenses and receipts. Similar data collection would 
be required in any other system, though many 
such systems include some form of electronic data 
capture or storage. In a paper-based system, all of this 
information would remain in paper form, collated and 
transferred into paper reports.

Data Storage/Analysis/Distribution

Data storage would consist of physical documents 
stored	in	filing	cabinets.

Data analysis with a paper-based system is perforce 
somewhat limited. This is particularly notable when 
it comes to statistics regarding gold production/export 
and other numerical features of the gold supply chain. 

Data distribution comes only via printed reports—the 
annual	CRAFT	report	for	due	diligence	purposes,	and	
whatever	ancillary	reports	the	ME	produces.	

Training Requirements

One advantage of a paper-based solution is the ease 
of operation and corresponding lack of any need for 
specialized	 training.	 Standard	 office	 procedures	 are	
enough to operate a paper-based solution. 

Functionality with planetGOLD Criteria

A paper-based system can be fully compatible with 
all planetGOLD Criteria and by extension with all 
the	requirements	of	OECD	due	diligence.	As	there	are	
sometimes doubts as to the capabilities of paper-based 
systems, some detail is included for this analysis.

Module 1: Adopt a Management System

Nine	 of	 the	 ten	 fields	 identifying	 an	ME	 required	 in	
Module 1—its location, membership, organisation 
structure, productive capacity and gold transportation 
routes—should	 already	be	 in	 the	ME’s	 possession,	 in	
paper form or in a form easily transcribable to paper. 
The	tenth	field,	a	determination	of	whether	or	not	the	
ME’s	 is	 operating	 in	 a	Conflict	Afflicted	or	High-Risk	
Area, will in a paper system consist simply of a short 
report in paper form.

Module	 1	 does	 include	 three	 fields	 with	 multiple	
entries—the names and other ID details of members, 
and the production capacity and transportation routes 
of	members.	Multiple	entry	fields	can	pose	a	challenge	
to paper-based systems if the number of entries grows 
large.	However,	as	the	membership	of	any	ME	is	likely	
to be relatively small (i.e. less than 100 members), 
what this amounts to in practise is a ledger with 
member details, along with each member typical gold 
production and gold transport route.

Module 2: Establishing the Legitimacy of the ASM 
Mineral Producer (ME)

The planetGOLD Criteria submission for Module 2 is a 
report	analysing	and	documenting	the	MEs	legitimacy,	

A.  Full Solutions (Due Diligence and Traceability/Chain 
of Custody)
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Module 4: Annex II Due Diligence—Risks Requiring 
Disengagement only after Unsuccessful Mitigation

The	 evidence	 for	 five	 of	 the	 8	 topics	 covered	 in	 this	
module consist of reports, either demonstrating the 
absence of one of the forbidden criteria (i.e. illegal 
taxation of mines or supply routes) or, where the 
problem does in fact exist, a risk management plan 
that aims to reduce and eliminate the problem over 
a	 set	 period	 of	 time.	 Reports	 and	 risk	 management	
plans—paper-based documents both—are clearly 
easily produced and stored on paper, making them no 
barrier to a paper-based system.

Two	 other	 criteria	 require	 that	 the	ME	 demonstrate	
that it has paid all legal taxes, fees and royalties, and 
declare	these	payments	to	any	EITI	scheme	in	operation	
in their country. In data management terms these are 
fields	that	require	multiple	entries.	In	practical	terms,	
however,	all	that	these	criteria	require	is	the	ME	and	
its members keep copies of their purchase and sales 
receipts, and provide them to authorities upon request. 
With a paper-based system, this is simply a matter of 
good	filing.

The one standard which does potentially pose a 
challenge to a paper-based system is the one requiring 
that	 the	 ME	 and	 its	 members	 maintain	 a	 chain	 of	
custody or traceability system for all minerals they 
commercialize. Paper-based chain of custody systems 
are feasible, and indeed are currently in use in a number 
of gold mineral chains that have been able to satisfy 
LBMA	refiners	that	they	meet	OECD	requirements.

Such a system requires that meticulous purchase 
receipts be kept and that copies of these receipts travel 
downstream as gold is sold from producer to traders 
to exporters. At each step in the chain (i.e. from trader 
to	exporter	or	exporter	 to	refiner),	all	of	 the	receipts	
making up a parcel of gold need to be collated and 
cross-checked against the aggregate parcel. Thus a 
trader selling 1kg of gold to an exporter would need 
to provide receipts for an aggregate of 1kg worth of 
gold purchased from producers. Similarly, an exporter 
delivering	 20kg	 worth	 of	 gold	 to	 an	 LBMA	 refiner	
would need to show receipts from traders for 20kg 

together with any documents such as licenses or 
permits	needed	to	support	the	MEs	claims	to	legitimate	
operation. The number of such documents is likely to be 
limited, while these kinds of documents are normally 
native paper based, both of which lend themselves to a 
paper-based solution.

Module 3: Annex II Due Diligence—Risks Requiring 
Immediate Disengagement

The	first	kind	of	evidence	required	for	the	criteria	in	
this	module	is	a	report	showing	the	ME	has	conducted	
a credible investigation into the issue at hand (i.e. 
worst forms of child labour) and documented that it 
does	 not	 exist	 in	 the	 ME’s	 supply	 chain.	 The	 report	
needs to include proof of the scope of the investigation, 
testimony	 of	 individuals	 interviews,	 and	 the	 MEs	
documented policy on the issue. This kind of report-
style evidence can be fairly easily incorporated within 
a paper-based system. 

The second kind of evidence is the existence of a 
complaint	 response	 system,	 whereby	 the	 ME	 has	 a	
point of contact for complaints and can demonstrate 
that it has the capacity to receive and act on complaints 
relating to this issue. Complaints-handling systems 
can be dealt with in a paper-based system, provided 
complaints are relatively infrequent and the volume 
of complaints thus relatively low. While there is no 
exact number of complaints that a paper-based system 
can process, 100 per year (i.e. twice per week) might be 
considered a reasonable maximum. In a particularly 
high-risk environment with a large number of 
incidents, the challenge of keeping track of complaints, 
investigations and responses could begin to overcome 
paper-based record keeping.
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1st/3rd Party Verification 

1st	party	verification

Risk Environment

A paper-based solution is likely most appropriate for 
lower or medium risk environments. In high-risk 
environments—where the risk of fraud regarding 
mineral origin is at highest—there is generally an 
expectation of full traceability and extensive incident 
monitoring and response systems, the data needs 
of which are typically beyond what a paper-based 
solution can provide.

Cost and Pricing Model

A paper-based system has the advantage that no new 
special equipment need be purchased for the system to 
operate—filing	cabinets	and	standard	office	products	
suffice.	The	equipment	costs	of	a	paper-based	solution	
are thus negligible.

The	ME	would	pay	for	the	implementation	of	this	solution.

Pros, Cons, of Paper Based Systems

The	 paper-based	 solution	 has	 the	 significant	
advantages	of	being	both	sufficiently	rigorous	to	meet	
OECD/planetGOLD	 Criteria	 and	 eminently	 affordable	
by	even	the	smallest	ME.

There are obvious limitations to a paper-based system. 
With the use of paper documents there is always a risk 
of fraud, particularly with respect to those documents 
showing mine of origin. This risk becomes greater 
as the risk environment becomes more acute. Also 
importantly, a paper system becomes unwieldy if forced 
to deal with large volumes of data. True traceability 
is thus not possible using paper, though chain of 
custody is easily accomplished. A complaint or incident 
investigation system forced to deal with many hundreds 
or thousands of complaints would also likely being to 
buckle	under	the	strain	of	managing	all	the	files.

worth of gold. Copies of all of these receipts—for both 
the trader level and the producer level—must be cross-
checked and then included in the package of material 
sent	with	the	gold	to	the	LBMA	refiner.

As noted, paper-based chain of custody systems is 
fully	 capable	 of	 meeting	 OECD	 standards,	 and	 are	
in fact currently being used on gold chains in Peru 
and Colombia that successfully export to an LBMA 
accredited	refiner.

The disadvantage of such paper-based chain of 
custody system is that—unlike with a true traceability 
system—the	information	on	gold	flows	is	locked	up	in	
bundles	 of	 receipts	 and	 thus	 effectively	 unavailable	
for any kind of analysis or even post-export oversight. 
However,	as	 full	 traceability	 is	not	actually	an	OECD	
requirement, a chain of custody system based on paper 
receipts	is	sufficient.

planetGOLD Specific Criteria

The additional planetGOLD criteria focus on mercury 
elimination, the rights of Indigenous Peoples, and 
minimizing	 impacts	 on	 biodiversity.	 Evidence	 for	
these	 standards—14	 fields—consists	 of	 reports	
describing processing procedures, consultations 
with indigenous peoples, risk mitigation plans and 
environmental	 licenses.	 All	 of	 these	 fields	 are	 easily	
covered with paper.

Two	repeating	fields—one	on	the	mercury	content	of	
tailings being processed or sold, the second on water 
quality—do provide some challenge. However, a 
simple ledger or spreadsheet could certainly handle 
the data load.

Traceability/Chain of Custody

Full traceability is beyond the capacities of a paper-based 
system. However, such a system is fully capable of 
managing chain of custody for gold exports. As chain 
of	custody	is	all	that	the	OECD	and	planetGOLD	Criteria,	
a paper-based system remains fully in conformance 
with both.
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A	pure	paper-based	system	is	thus	most	appropriate	for	MEs	with	relatively	low	production	levels,	where	the	cost	
of	a	more	sophisticated	system	cannot	be	amortized	over	larger	gold	volumes,	or	by	MEs	in	low	or	medium	risk	
environments where a more sophisticated system is simply not required.

Summary

CRITERION DESCRIPTION

Data Collection Collection of sales/purchase receipts and other paper records

Data Storage Manual storage in filing cabinets

Data Analysis Lack of digitization makes numerical analysis of data difficult

Data Distribution Hard copies of physical documents required for data distribution

Training Requirements Little training required to operate system

Functionality with OECD DDG 
and planetGOLD Criteria

Fully functional with planetGOLD Criteria

Some challenges may arise if fields with multiple entries (i.e. complaint 
resolution mechanisms) generate too many entries

Chain of Custody/ 
Full Traceability

Chain of custody via collation/copying of sales receipts as gold travels from 
mine to trader to exporter 

1st/3rd Party Verification 1st party verification only

Cost and Pricing Model ME pays for system



R E P O R T |  S U P P LY C H A I N T E C H N O L O G Y F O R p lane t G O L D P R O J E C T S
34

A.2 The Excel Solution—Spreadsheet with 
Paper Documents

Description—The Excel solution 
is a variation on the paper-based 
solution described in Section 5.2.4. 

Information required for planetGOLD due 
diligence is still collected and largely stored in 
the form of paper documents. In this scenario, 
some of the information is extracted and 
transcribed into Excel spreadsheets. Some or 
even all of the documents may also be scanned 
or photographed and stored in electronic form 
on the hard drive of the ME’s computer.

Data Collection

As with a paper-based system, data collection with 
this solution would perforce manual, paper-based 
data collection, using some combination of structured 
interviews or questionnaires, and extensive collection 
and retention of paper documents in the form of 
licenses and receipts.

Some or perhaps even most of this information would 
also	likely	be	input	into	Excel	spreadsheets.	A	register	
of	ME	members—required	in	CRAFT	Module	1—could	
easily be created. This would then allow for additional 
data about each member—details of gold sales for 
example—to be stored and analysed.

Some	fields	requiring	multiple	entries	might	be	more	
usefully	 stored	 in	 Excel.	 For	 example,	 the	 several	
complaint response systems required by Modules 
3–4	might	be	constructed	as	spreadsheets,	with	fields	
detailing the date and details of each complaint and 
the action taken in response.

For	auditing	purposes,	paper	(or	pdf/jpeg)	backups	of	
this	information	would	also	have	to	be	kept	on	file.

Data Storage/Analysis/Distribution

Data storage would consist of physical documents 
stored	in	filing	cabinets.	Some	or	perhaps	even	most	of	

the documents might also be scanned or photographed 
and stored on a computer hard drive.

The	 Excel	 solution	 allows	 potentially	 more	 data	
analysis than a purely paper-based system. With 
good record keeping, it should be possible to track 
the	production/grade	of	individual	ME	members,	and	
thus	also	the	production	of	the	ME	as	a	whole.	Analysis	
of the taxes, fees and royalties paid individually and 
collectively	 by	 the	 ME	 would	 also	 be	 more	 easily	
generated.	With	diligent	data	entry,	the	ME	could	also	
keep track of the numbers of complaints received, 
actions take and results.

Similar to the paper solution, data distribution will be 
affected	 largely	 via	 printed	 reports—the	 annual	 due	
diligence report, and whatever ancillary reports the 
ME	produces.

Training Requirements

As	 with	 a	 paper	 system,	 an	 Excel	 system	 requires	
relatively	 little	 training.	Most	MEs	 can	 boast	 one	 or	
more members familiar with spreadsheets. Standard 
office	procedures	suffice	for	the	rest.

Functionality with planetGOLD Criteria

Functionality is similar to a paper-based system. See 
Section A.1 for this analysis.

The	advantage	of	the	Excel	solution	differs	from	a	pure	
paper system lies in its ability to handle larger volumes 
of	data	for	those	fields	that	generate	multiple	entries.	
This could be particularly important in high-risk 
environments, where the several complaint-response 
systems required in Modules 3–4 could potentially 
generate hundreds or even thousands of entries. 

 Traceability/Chain of Custody

As with paper, full traceability is beyond the capacities 
of	an	Excel	 solution.	However,	 such	a	 system	 is	 fully	
capable of managing chain of custody. 

1st/3rd Party Verification 

1st	party	verification
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Cost and Pricing Model

An	Excel	solution	will	cost	slightly	more	than	a	purely	
paper	system,	as	the	ME	will	have	to	purchase	a	laptop,	
printer and perhaps also a scanner, in addition to 
the	 office	 and	 filing	 cabinets	 required	 for	 document	
storage. However, the equipment costs remain a 
negligible fraction of the gold export price.

The	ME	would	bear	the	cost	of	implementing	this	solution.

Discussion 

The	Excel	and	paper	solution	is	perhaps	the	best	low-tech	
answer	 for	 MEs	 looking	 to	 satisfy	 the	 planetGOLD	
Criteria	and	OECD	DDG	requirements.	It	is	sufficiently	
rigorous to meet the planetGOLD Criteria and DDG 
standards,	sufficiently	inexpensive	that	any	ME	could	
afford	 the	 technology	 required,	 and	 sufficiently	 easy	
to	operate	 that	most	or	all	MEs	could	manage	such	a	
system with limited amounts of training.

There	 are	 limitations	 to	 an	 Excel	 system.	 While	 it	
cannot provide full traceability, it can do chain of 

custody and keep track of the production levels of 
miners or pits or mine sites (depending on what kind 
of	 production	 records	 the	ME	decides	 to	 keep).	 Excel	
records and analysis can form the basis of the annual 
due diligence report, though for auditing purposes a 
full set of paper documents (or scans of such documents) 
must	 still	 be	 kept	 on	 file.	 Intelligently	 configured,	 a	
complaint or incident investigation system should be 
able to track many hundreds or even thousands of 
complaints, though again paper backups would need 
to	be	kept	on	file.	This	latter	capability	makes	an	Excel	
solution	 appropriate	 even	 for	 an	 ME	 operating	 in	 a	
high-risk area.

An	 Excel	 solution	 is	 thus	 most	 appropriate	 for	 MEs	
with low to medium production levels, where the cost 
of a more sophisticated system cannot be amortized 
over	larger	gold	volumes.	The	Excel	solution	should	be	
capable of handing due diligence requirements in low, 
medium or even high-risk environments.

Summary

CRITERION DESCRIPTION

Data Collection Manual

Data Storage Local 

Data Analysis Analysis of numerical data using spreadsheets

Data Distribution Reports distributed via internet

Training Requirements Little training required to operate system

Functionality with planetGOLD 
Criteria and OECD Due Diligence Fully functional with all modules

Chain of Custody/ 
Full Traceability

Chain of custody via collation/copying of sales receipts as gold travels from 
mine to trader to exporter 

1st/3rd Party Verification 1st party verification only

Cost and Pricing Model ME pays for system

Existing Examples n/a
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A.3 MINEXX

Description—Minexx is a start-up with a focus on artisanal mineral supply chains, 
which offers a range of products that begin with Due Diligence compliance and 
traceability, and extend to digital payments and financing for artisanal producers and 

traders, and potentially include digital-payments based benefits for miners and their communities.

Minexx packages these services as a series of discrete—and separately paid—products, each with fairly 
self-descriptive names: Minexx MineSmart, Minexx Trace, Minexx Pay, Minexx Capital, Minexx Impact 
(see	Figure	7	below).

Minexx MineSmart is the base package, which allows an ASGM producer (a cooperative, miners association) to 
register its members, as well as downstream actors such as traders and exporters, collect and store due diligence 
information and record mineral transactions. MineSmart comes as a software package with local installation 
and	web-portal	access,	with	password	mediated	access.	Minexx	offers	MineSmart	on	a	subscription	basis,	with	
a basic package charging a monthly fee for three discrete installations (log-ins), with additional users charged 
separately.	Data	entry	to	MineSmart	works	both	off-line	and	on-line	(i.e.	data	can	still	be	entered	when	internet/
cell phone communication is down).

Figure 7: Minexx Packages—Due Diligence, Traceability, Payment, Finance, Investment
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Minexx Trace is the blockchain-based traceability 
package, which can track minerals from pit to processor 
to trader to exporter using tags and bags with data 
capture via handheld Android units equipped with 
a Minexx app, which blockchain stamps each new 
transaction as it comes into the system. The company 
prefers to operate Trace with Minexx employees on 
the ground who are tasked with doing data collection, 
which has the advantage of ensuring 3rd party 
verification	of	the	supply	chain.	Minexx	trace	is	priced	
at a percentage of the export value of the gold it traces, 
with 0.3% of gold value being a typical price.

For	 full	 Due	 Diligence	 compliance,	 a	 project	 would	
need to deploy both MineSmart and Trace, which 
would involve paying a monthly subscription fee for 
MineSmart along with the percentage of export value 
required	 by	 Minexx	 Trace.	 For	 a	 project	 exporting	
8kg/month,	this	is	effectively	0.3%	of	export	value.

Note	 that	 at	 present	 the	 Minexx	 system	 is	 based	 on	
OECD	Due	Diligence	standards.	Some	adaptation	would	
be needed to incorporate the full set of standards in 
the planetGOLD Criteria.

In terms of experience to date, Minexx has done test 
runs	 of	 most	 of	 its	 discrete	 products	 on	 different	
artisanal gold supply chains, mostly via aid-supported 
projects	 in	 the	 very	 challenging	 environment	 of	 the	
D.R.	Congo.	These	 test	 runs	have	 included	 tests	of	 its	
payment package.

Minexx Pay, the Minexx digital payments package, 
offers	 the	 potential	 for	 miners	 and	 traders	 and	
exporters to transact gold sales and purchasers using 
cellphone	 mediated	 digital	 payments.	 Minexx	 field	
tested	this	system	in	the	DRC,	and	managed	to	transact	
some $250,000 in payments via the system. There are 
numerous	potential	benefits	to	such	a	digital	payments	
system. For miners, receiving payments in a digital—
and thus recordable—format would allow them to 
establish a track record of production and sales, which 
could	then	qualify	them	for	loans	or	pre-financing	from	
the	more	formal	sources	of	finance	for	whom	a	written,	
verifiable	track	record	is	an	absolute	prerequisite.

Traders would be relieved of the necessity of transporting 
large	volumes	of	 cash	 into	 the	field.	This	might	allow	
them	to	offer	better	prices;	it	might	also	open	the	field	to	
a wider variety of actors, thus increasing competition, 
which might thus also result in better prices to miners. 
Exporters	 would	 also	 be	 relieved	 of	 the	 necessity	 of	
dealing	in	cash,	adding	fluidity	to	their	cash	flow,	which	
could allow them to trade more gold more quickly.

There are of course data and privacy implications to 
digital payments, not least the question of taxation and 
who would have access to this data.

Data Collection

As with all systems, due diligence data collection would 
involve manual data collection using some combination 
of structured interviews or questionnaires and extensive 
collection and retention of paper documents such as 
licenses. This information would be transferred to the 
Minexx MineSmart due diligence tool via an installed 
application on a laptop, an Android cellphone, or else via 
web-based portal.

The Minexx Trace traceability tool, data collection is 
facilitated interactive SMS menus on cellphones, or an 
installed application on either smartphone (Android) 
or laptops. The Minexx Trace also makes use of bags 
and	tags	in	order	to	track	ore	and	gold	doré	as	it	moves	
along the gold supply chain.

Storage/Analysis/Distribution

Data storage is cloud based. As with all block chain 
systems data storage is dispersed to node holders who 
hold (and validate) full copies of the data set (which 
remains password protected).

Training

A moderate level of computer ability is required to 
operate the Minexx Smart application. A computer 
user functional in windows and a basic spreadsheet 
program	 such	 as	 Excel	 would	 require	 only	 light	 to	
moderate training to master the program.

For	Minexx	Trace,	 the	company	offers	 the	possibility	
of having its own personnel on the ground to perform 
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data entry, thus obviating the need for training of 
project	staff.

Functionality with Due Diligence 
and planetGOLD Criteria

The Minexx Smart application was designed with 
OECD	 Due	 Diligence	 requirements	 in	 mind.	 Some	
small amount of development work would be 
required to add in the planetGOLD Criteria. The 
traceability requirement of the planetGOLD Criteria 
would be addressed via the addition of the Minexx 
Trace application.

1st/3rd Party Verification

The Minexx solution can be tailored to provide either 
1st	 party	 or	 3rd	 party	 levels	 of	 verification.	 For	 1st	
party	verification,	stakeholders	in	the	system	(miners,	
processors, traders) perform the data collection 
functions. For a 3rd party solution, employees of Minexx 
are situated permanently on the ground to collect data 
and perform general oversight.

Costs and Pricing Model

Minexx	 has	 different	 pricing	 models	 for	 its	
different	products.

Minexx MineSmart (the base Due Diligence product) 
charges a monthly subscription fee, with a base 
package including three admin level logins.

Minexx Trace (the traceability product) is charged at 
0.3% of the sales value of the gold. This includes Minexx 
personnel performing data capture, thus providing 
3rd	party	verification.

Discussion: Pros, Cons, Best 
Implementation Environments

The Minexx base solution—essentially MineSmart 
and	 Trace—offers	 an	 intriguing	 and	 technically	
sophisticated answer to the question of due diligence. 
The possibility of digital payments and thus access to 
finance	is	an	add-on	with	enormous	potential.	On	the	
con side, Minexx has only a limited track record in 
the	field.
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Summary

CRITERION DESCRIPTION

Data Collection 

Data collected on smartphones via either installed app or interactive SMS 
menus; data collected on laptop/computer via installed program or web-based 
portal; data collection apps and programs can work off-line, with data 
transferred when connection is restored (i.e. asynchronous data collection)

Data Storage Cloud storage, with blockchain stamping an option

Data Analysis Built in tools for due diligence compliance (for MEs). 
Sales/purchase/inventory tracking tools for traders.

Data Distribution Password mediated access via web-based portal. Users can control who 
has access to their data

Training Requirements Moderate level training required

Functionality with DDG  
and planetGOLD Criteria

Minexx Smart set up to collect and assemble data on OECD Due 
Diligence standards

Chain of Custody/ 
Full Traceability Traceability via Minexx Trace application

1st/3rd Party Verification
1st party verification—ME stakeholders collect data

3rd party verification—Minexx employees collect data

Cost and Pricing Model 

Minexx MineSmart monthly fee for three admin level (superuser) logins

Minexx Trace charged separately as a percentage of gold export value, 
which includes Minexx data collection personnel on the ground observing 
the process.
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A.4 The Everledger Platform

Description—Blockchain 
solution provider 

Everledger is a relatively mature company with 
a track record of successful implementation 
on numerous supply chains covering a diverse 
range of products, among them diamonds 
and gemstones, batteries, textiles, art and 
fine wines. Balanced against this, Everledger 
has only very limited experience with gold 
supply chains, and its client focus lies not with 
producers but much farther down the chain 
with jewellers, wholesalers and retailers looking 
to demonstrate provenance and due diligence 
on the products they are sourcing. Everledger’s 
existing kit of tools is thus designed with these 
mid and end-chain users in mind. To work for 
an artisanal Mining Entity looking to prove 
provenance and due diligence, this system would 
require modifications, particularly with respect 
to traceability. With diamonds—the artisanal 
product closest to gold that has been covered 
by Everledger—artisanally produced diamonds 
are captured by the Everledger app at the point 
of first sale, trader/negociant or perhaps the 
export point.

The	 Everledger	 input	 app—designed	 for	 Android	
phones—automatically captures the GPS coordinates 
of the transaction (along with date and time and 
transaction details), so the geographic locale in which 
the transaction took place is permanently recorded. To 
move	 beyond	 the	 trader	 level,	 an	 Everledger	 system	
would need to distribute its app at the miner and 
processing level, and for ore-tracking the existing 
system would need to incorporate sealable bags and 
bar-code tags in order to track ore from mine site to 
processing point. (Dore might also have to be tracked via 

bags	and	tags,	though	Everledger	is	also	experimenting	
with	 Artificial	 Intelligence	 technologies	 that	 can	
reliably	“fingerprint”	an	object—a	diamond	or	a	gold	
doré	bar—via	its	surface	characteristics.)	

A	special	feature	of	the	Everledger	system	is	its	ability	
to capture all the information pertaining to a product 
(say	 an	 ingot	 of	 gold	 doré)	 and	 organizing	 it	 into	 a	
“passport”,	 a	 blockchain-based	 storage	 mechanism	
which stores each new transaction as the product 
moves along the supply chain. The passport can 
hold whatever information is uploaded concerning 
the	 product—due	 diligence	 reports	 filed	 by	 the	 ME,	
government geologic or inspection reports, media or 
NGO	reports,	anything	pertaining	to	the	conditions	in	
which the product was produced or traded.

Access to this passport data can be customized 
according to a user’s level or their role in the supply 
chain.	A	refinery,	for	example,	that	was	interested	in	
purchasing	a	lot	large	volume	of	gold	doré	consisting	
of	 doré	 bars	 from	 various	 sources,	 could	 be	 given	
access to all of the information pertaining to the origin 
and	transport	routes	of	 the	doré,	as	well	as	all	of	 the	
due diligence information pertaining to conditions in 
these production sites and along the transport routes. 
However, the system might restrict access to prices 
paid along the chain, as miners and traders might 
regard	 this	 information	 as	 confidential.	 For	 an	 NGO	
looking to track markups along the supply chain, on 
the other hand, prices and volumes and sales points 
could be divulged, while the names of buyer and seller 
could	be	redacted.	Everledger	offers	of	great	deal	of	fine	
control over access to data. As a block chain system, 
the integrity of the data is guaranteed by the nature of 
the data itself. 

Beyond	 due	 diligence,	 Everledger	 is	 championing	
the introduction of phone-based digital payments 
into artisanal and small-scale commodity supply 
chains. The advantage of phone-based payments is 
that eliminates the need to transport large volumes of 
cash into the mining interior. This could potentially 
facilitate a greater number of actors at the trader level, 
and thus improve competition and pricing. Digital 
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payments also create a production record, visible via 
the	Everledger	passport	to	potential	sources	of	finance	
far	down	the	chain;	increased	financing	opportunities	
are	 thus	a	very	real	potential	benefit	of	a	Everledger	
digital payments system.

Data Collection

Due	 diligence	 field	 research	 would	 involve	 manual	
data collection using some combination of structured 
interviews or questionnaires and extensive collection 
of	paper	documents	 such	as	 licenses.	 The	Everledger	
system is set up to upload all of this information to the 
Everledger	platform.

Data collection/upload is via dedicated app on Android 
cell	phone	or	API	on	a	computer/laptop.	The	Everledger	
system	 can	 handle	 off-line	 data	 transactions	 (the	
transaction can go forward with data transmitted 
when connectivity is re-established). For larger data 
sets (for example processing records at a processing 
plant)	the	option	of	uploading	Excel	data	via	the	laptop	
program is also available.

Storage/Analysis/Distribution

Data has blockchain-style storage (i.e. node distributed 
storage on the cloud). Current analysis tools are 
geared towards buyers rather than producers, with 
OECD	DDG	the	standard	for	due	diligence	compliance.	
Distribution of data is managed via access levels 
granted	to	“passports”—organized	collections	of	data	
that accompany each item entered into the system.

Training

Users	 required	 to	 enter	 their	 own	 data	 via	 Android	
apps—moderate levels of training thus required.

Functionality with Due Diligence 
and planetGOLD Criteria

For	mineral	chains,	Everledger	currently	focusses	on	
the	OECD	DDG	 standards.	 Some	adaptation	would	be	
required to on-board the planetGOLD Criteria

1st/3rd Party Verification

1st	party	verification

Discussion: Pros, Cons, Best Implementation 
Environments 

In	 the	 block-chain	 world,	 Everledger	 is	 a	 relatively	
mature product with working examples on a variety 
of commodity supply chains. However, the product 
was not developed with artisanal producers in mind; 
rather, it is a product geared towards purchasers of 
artisanal products. It could certainly be adapted to 
the	 needs	 of	 an	 artisanal	 ME,	 but	 some	 significant	
development work would be required.
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Summary

CRITERION DESCRIPTION

Data Collection 

Due diligence information collected manually, then input into digital storage 
via handheld or laptop

Data collection via proprietary Everledger app or API on Android cellphones 
or computers/laptops

Data Storage Blockchain technology; cloud storage on multiple nodes

Data Analysis

Analysis tools focus on questions of provenance, giving users access 
potentially all of the documentary information pertaining to conditions 
where material sourced. Some inventory tools also provided. Little mining-
related analytics—i.e. production, grade, throughput etc.

Data Distribution Data distribution via blockchain. Clients can establish different access 
levels for data, and thus control how much data is shown to each customer. 

Training Requirements Moderate level of training required to master data entry via Android app

Functionality with DDG  
and planetGOLD Criteria

Current system set up for OECD DDG compliance, with LSM focus. Some 
adaptation would be required to adapt system to ASM and to adopt 
planetGOLD Criteria

Chain of Custody/ 
Full Traceability

With ASM products (diamonds), first point of purchase (i.e. trader or 
exporter level) is the farthest up the supply chain Everledger has ever 
established traceability. Creating full traceability from mine site would 
require employing bags and tags at mine sites and processing points, along 
with some modification of data collection apps. 

1st/3rd Party Verification 1st party verification

Cost and Pricing Model Not yet available
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A.5 Minespider

Description—Blockchain start-up Minespider is a new entry in the field of 
mineral supply chain due diligence. Founded in Berlin in 2018, Minespider 

has worked with Google to pilot its blockchain tool on the LuNa tin smelter in Rwanda, and with 
Volkswagen to track the origins of lead and other materials in its battery supply chains. In 2020, the 
company was awarded a significant grant from the European Union (EU) to develop and refine its 
OreSource product, which focusses on helping mines and smelters assure the due diligence of their 
supply chains.

On a technology level, Minespider has built its tracking system by putting a proprietary Minespider protocol on 
top of a public blockchain. The advantage of open-source block chain, Minespider believes, is that it facilitates 
the entry of new responsible suppliers into existing supply chain networks, thus addressing the question of 
interoperability.

The	Minespider	protocol	encrypts	data	to	three	different	levels,	depending	on	whether	the	data	is	meant	to	be	
publicly shared, transparent to members of a particular supply chain, or restricted to a company and their 
customer. For each new data event (say, the registration of a new bag of ore as it emerges from an ASM production 
site)	the	system	creates	a	digital	certificate	that	links	that	data	to	a	QR	code	label.	As	with	all	blockchain	based	
systems,	 the	certificate	and	QR	code	 then	 travel	with	 the	data	blocks,	allowing	participants	 further	along	 the	
supply chain to both verify the integrity of the blockchain and its associated data and to access that data. The 
level of access granted is determined by the permissions granted to the reader. In this manner data can be widely 
shared in a controlled manner: the recipient can verify the integrity of the data, while the data producer controls 
what data gets shared.

Figure 8: Minespider Protocol
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From a user perspective, a Minespider installation 
would in look and function be quite similar to 
other traceability systems. Data would be input 
into the system via cellphones or laptops equipped 
with Minespider software. Currently, Minespider 
data collection units require an active internet 
connection to function. However, the company is 
currently working on asynchronous data collection 
for more remote locations or occasions when internet 
becomes unavailable.

The conversion to blockchain and the generation of the 
digital	certificate	and	QR	code	is	handled	automatically	
by the software package. Theoretically, the blockchain 
protocol allows for distributed data storage, with 
different	copies	of	 the	blockchain	stored	on	different	
nodes	 (with	 different	 owners)	 distributed	 across	 the	
internet. On a practical level, the company has found 
that dedicated company cloud storage devoted to 
storing	Minespider	blockchain	works	more	efficiently.	

The company’s OreSource product provides a number 
of	tools	for	analyzing	mineral	flows	and	verifying	the	
due diligence conditions under which the minerals 
were produced. However, the product was created 
with smelters and larger miners as a target market. 
Minespider has not yet done an installation for an 
artisanal	 mining	 producer,	 nor	 has	 it	 specifically	
developed a product geared towards due diligence 
reporting.	Some	modification	of	the	OreSource	product	
would thus be required.

Collection

Similar to the other traceability systems described 
here,	data	on	mineral	flows	 is	collected	at	key	points	
in the supply chain via cellphones or laptops equipped 
with a customized app. Currently, the data collection 
app requires an active internet connection to 
function. Minespider is actively developing a system 
for asynchronous data collection for areas without 
constant high-quality internet.

Storage/Analysis/Distribution

Data storage is on the cloud, with data uploaded via 
local internet connection. 

OreSource, Minespider’s current analysis platform, 
was developed with smelters in mind and seems to 
focus heavily on traceability. Some development work 
would be needed to adapt this tool to the needs of an 
artisanal mining entity, and to incorporate collection 
of due diligence information.

The blockchain structure highly facilitates data 
distribution. Data is encoded in blockchain with 
attached	 digital	 certificates	 and	 QR-code	 mediated	
levels access, allowing the data generator (the artisanal 
producer, for example) to share data with the public or 
users	further	along	the	chain.	Users	verify	and	access	
data	via	the	QR-code.

Training

Minespider would provide the technology and system 
set-up and leave the operation of the system in the 
hands of local users, including miners and traders 
along the supply chain. Training would thus be 
required to teach miners (or pit captains/chefs du puit), 
traders and exporters to operate the data capture app 
installed on local cell phones.

Functionality with Due Diligence 
and planetGOLD Criteria

Minespider’s experience to date has involved assuring 
traceability and due diligence along a tin supply 
chain	from	a	formal	mine	to	a	tin	smelter	in	Rwanda.	
Thus while the company’s traceability product is 
well developed, some development work would 
be needed to accommodate the input, storage and 
analysis capabilities required for conforming with 
the remaining aspects of planetGOLD Criteria and Due 
Diligence standards.

1st/3rd Party Verification

1st	party	verification	where	the	ME	operates	the	system.

2nd/3rd	party	verification	where	a	planetGOLD	agency	
or outside actor operates the system.

Costs and Pricing Model 

Minespider normal pricing model involves both a 
set-up fee and a monthly subscription fee. For the 
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monthly subscription, the company is willing to 
consider a payment set as a percentage of the export 
value of the gold produced.

Discussion: Pros, Cons, Best Implementation 
Environments

Strictly in terms of traceability, the Minespider solution 
would appear to the be similar to other systems in 
terms of data collection and analysis, with cell phone 
apps and cloud storage.

Minespider’s use of blockchain does provide the 
company an advantage in terms of data distribution. 

Downstream users can both access and verify upstream 
supply	chain	data	via	 the	QR-code	digital	certificates	
that Minespider attaches to each data event.

Minespider has the disadvantage that it has to date not 
yet worked in an ASM environment, nor developed a 
due diligence system based on DDG or planetGOLD 
criteria. The system as it exists focusses on traceability. 
Some	significant	development	work	would	 thus	have	
to be done to add in the necessary data structures 
and analysis tools to enable users to document their 
compliance with the planetGOLD criteria.

Summary

CRITERION DESCRIPTION

Data Collection 

Due diligence information collected manually, then input into digital storage 
via handheld or laptop

Electronic—handheld and tablet units; some work still needed to perfect 
asynchronous data collection 

Data Storage Cloud based storage

Data Analysis Customizable analysis tools

Data Distribution Blockchain facilitates extensive risk-free sharing of data to various 
stakeholders

Training Requirements Significant training required

Functionality with DDG  
and planetGOLD Criteria Some development work required to bring the system into full functionality

Chain of Custody/ 
Full Traceability Full traceability

1st/3rd Party Verification
1st party verification—ME stakeholders collect data

3rd party verification—Minexx employees collect data

Cost and Pricing Model 
ME Pays

Startup and monthly subscription fees
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A.6 Ulula Stakeholder Engagement Technology

Description—Ulula bills itself 
as a stakeholder engagement 
technology. Active in numerous 

countries on supply chains in sectors including 
minerals, agricultural products and consumer 
products, Ulula solutions aim to provide 
oversight on a company’s or a supply chain’s 
compliance with a standards or range of 
standards, along with feedback on community 
and workforce perceptions of worker and health 
conditions within that company or supply chain. 
Ulula does this with little or no presence on the 
ground, instead leveraging database technology 
and the near-ubiquity of cellphone usage to 
provide what is in effect crowd-sourced supply 
chain oversight.

In	 practical	 terms,	 an	 Ulula	 system	 establishes	
multiple channels of cell-phone communication—SMS, 
voice, WhatsApp, voice—to collect and disseminate 
information to stakeholders in or around a supply 
chain. Communication is structured: dialing an SMS 
number leads to a series of screens which progressively 
identify the nature of the complaint/feedback before 
then collecting the details. Information is weighted—
multiple complaints on a single topic are given more 
credence than an isolated complaint.

Figure 9: Ulula Monitoring Mechanism

Communication with the system is free and 
anonymous,	 and	 available	 24/7.	 The	 system	analyses	
this information for location, topic and content, and 
provides real time updates to the whatever reports, 
graphs or other monitoring tools the user may 
have	 specified	 at	 the	 design	 phase.	 Periodically,	 the	
system also broadcasts updates back to information 
contributors, updating them for example on any 
actions taken to resolve situations that may have 
been reported. In the artisanal mineral sector, 
Ulula	 currently	 works	 in	 tandem	 with	 IPIS—the	
International Peace Information Service—to provide a 
conflict	monitoring	system	for	mineral	production	in	
the	eastern	DRC.

All	of	this	makes	Ulula	somewhat	different	from	other	
high tech due diligence solutions presented here, all of 
which began with a focus on traceability but have or 
could expand out to include the other key elements of 
Due	Diligence	such	as	complaint	monitoring.	Ulula	has	
complaint monitoring built in, but will need to develop 
its system somewhat to incorporate elements such as 
chain of custody and/or traceability.

Data Collection

Stakeholder complaint/feedback information is 
collected via cellphone and web portals. Other 
information—reports, chain of custody information, 
etc.—would	be	input	into	a	Ulula	web	portal.	

Data Storage/Analysis/Distribution

Data storage is cloud based. 

Ulula’s	analysis	tools	are	currently	focussed	on	tabulating	
and presenting incident monitoring information. Supply 
chain analysis tools would need to be developed.

Data distribution via password-mediate access to 
Ulula	portals.

Training

Ulula’s	 cellphone	 complaint	 monitoring	 system	 is	
highly intuitive for ‘complaint contributors’ and thus 
requires	 little	 training.	 Use	 of	 the	 Ulula	 portal	 for	
logging other information would require a moderate 
level of training.
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Functionality with planetGOLD Criteria 

The	 Ulula	 system	 already	 incorporates	 all	 of	 the	
complaint monitoring aspects of the planetGOLD 
Criteria	 and	 OECD	 DDG.	 Some	 modifications	 would	
be required to incorporate other due diligence 
requirements: storage of various reports or risk 
management plans would require only minor 
modifications	 to	 the	 current	 system.	 Achieving	
traceability	is	likely	beyond	the	current	Ulula	system.	
However,	 with	 only	 minor	 modifications	 the	 system	
could provide for digitized chain of custody tracking. 
Ulula’s	 developers	 are	 quite	 familiar	with	 the	 OECD	
Due Diligence requirements.

1st/3rd Party Verification

1st	party	verification	where	the	ME	operates	the	system.	

3rd	party	verification	where	a	planetGOLD	agency	or	
other outside actor operates the system.

Discussion: Pros, Cons, Best Implementation 
Environments

The	 planetGOLD	 Criteria	 call	 on	 an	 ME	 to	 establish	
a complaint management and response system or 
systems for no less than nine topics, including child 
labour, forced labour, torture, gross human rights 
violations, war crimes, armed group presence or 
taxation, sexual violence and general grievances. 
Ulula’s	 experience	 with	 complaint	 management	
makes it a clear leader for implementing this part of 
the	CRAFT	code	requirements.	Most,	though	not	all,	of	
these	criteria	become	significant	only	 in	high-risk	or	
conflict	affected	environments.

Summary

CRITERION DESCRIPTION

Data Collection Handheld (android cellphones)

Data Storage Cloud based

Data Analysis Extensive data tools; customizable reports

Data Distribution Password mediated access to platform

Training Requirements Moderate

Functionality with DDG  
and planetGOLD Criteria Full functionality, with some development work required

Chain of Custody/ 
Full Traceability

Chain of Custody

Traceability available at extra cost

1st/3rd Party Verification 1st party

Risk Environment All risk environments

Cost and Pricing Model ME Pays

Existing Examples Ulula provides incident response system to IPIS mine site monitoring system 
deployed in Eastern DRC; no full Due Diligence systems currently operating. 
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A.7 RCS Global Better Mining

Description—RCS Global was one of the pioneers in digital traceability solutions 
and due diligence provision for artisanal mineral supply chains. Originally called 
the Better Sourcing Program, the RCS system was developed in the early 2010s 

to provide traceability and due diligence to 3T (tin, tungsten, tantalum) mineral chains in the DR Congo 
and Rwanda. Cobalt supply chains were added with the boom in cobalt prices circa 2012.

In	 practical	 terms,	 an	 Ulula	 system	 establishes	 multiple	 channels	 of	 cell-phone	 communication—SMS,	
voice, WhatsApp, voice—to collect and disseminate information to stakeholders in or around a supply chain. 
Communication is structured: dialing an SMS number leads to a series of screens which progressively identify the 
nature of the complaint/feedback before then collecting the details. Information is weighted—multiple complaints 
on a single topic are given more credence than an isolated complaint.

Figure 10: RCS Better Mining Solution

The	other	significant	difference	is	that	the	RCS	system	examines	not	also	traceability	but	also	the	full	due	diligence	
environment.	Information	about	the	risk	environment—including	media	and	NGO	reports,	complaints	received	
from	other	actors	on	the	ground,	and	investigations	by	RCS	personnel—are	also	incorporated	into	the	system.	
All	of	this	information	is	analysed	by	RCS	personnel,	either	in	the	field	or	at	the	RCS	headquarters,	and	used	to	
produce	a	monthly	Corrective	Action	Plan	(CAP),	in	effect	a	monthly	risk	assessment	and	mitigation	plan.	This	
report	is	workshopped	with	local	stakeholders,	and	used	to	make	adjustments	to	operating	procedures,	and	thus	
maintain	the	due	diligence	conformity	of	the	mineral	chain.	In	effect,	these	12	monthly	reports	would	constitute	
an annual due diligence report.

All	of	this	entails	significant	costs.	In	the	DRC,	independent	studies	of	the	due	diligence	costs	on	3T	mineral	supply	
chains pegged the cost of full traceability/due diligence systems at about 2% of the export value of the material. A 
2% levy is possible on 3T minerals, where the margin achieved by a mineral exporter can top 50%. On gold supply 
chains, where exporters work on margins closer to 3–5%, a 2% levy would represent an inconceivable 40–60% of 
an exporter’s gross revenue.
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Data Collection

Electronic	data	 collection	via	 cellphones	 loaded	with	
an	RCS	app.	Data	is	uploaded	to	the	cloud	via	internet	or	
cellphone service. Data transfer can be asynchronous 
to accommodate interruptions in service. 

Data Storage

Data is stored on the cloud, paid for by annual service 
fees. Data is owned by user and can be returned to user 
in	Excel	format	upon	request,	and	automatically	upon	
the termination of the service contract. 

Data Analysis

The Better Mining solution comes pre-programmed 
with standard analysis reports, most of them geared to 
the	needs	of	downstream	purchasers	such	as	refiners	
and smelters.

Data Distribution

Password mediated access to the system provides 
different	levels	of	access	(i.e.	view	only,	view/modify)	
to	 system	 data	 and	 reports.	 RCS	 has	 recently	 begun	
developing a block-chain version of the system, to 
further facilitate data sharing.

Training

The Better Mining Solution is designed around having 
trained	RCS	personnel	permanently	on	the	ground	to	
operate the system and to research, prepare and deliver 
OECD	acceptable	due	diligence	reporting.	There	is	thus	
no	need	for	training	for	ME	personnel.

Functionality with planetGOLD Criteria and OECD 
Due Diligence

The Better Mining solution is organized around 
compliance	to	OECD	Due	Diligence	requirements.	Some	
minor additions would be required to incorporate the 
specific	 aspects	 of	 the	 planetGOLD	 Criteria.	 Beyond	
this	 point,	 as	 the	OECD	 and	 planetGOLD	 criteria	 are	
functionally equivalent—and equally acceptable to 
downstream	purchasers—the	difference	is	immaterial.	
The Better Mining system does not rely on a single 
annual report, but on monthly risk assessments which 
include risk mitigation measures.

1st/3rd Party Verification

3rd	party	verification

Costs and Pricing Model 

The Better Mining Solution is the gold-plated answer 
to ASM due diligence, with a price to match. The 
system	must	 cover	 the	 costs	 of	RCS	personnel	 on	 the	
ground to operate the data collection points at mine, 
trading/processing points and at export, as well as 
the personnel required to research and respond to 
complaints and risk environment information, and to 
prepare the monthly Corrective Action Plans.

If an LBMA smelter or other downstream purchaser 
could be persuaded to defray some or all of these costs, 
an	RCS	style	solution	might	be	possible.	In	the	absence	
of	such	a	payment	model,	it	is	highly	doubtful	an	ME	
could	afford	such	a	system.

Discussion: Pros, Cons, Best Implementation 
Environments

The	RCS	Better	Mining	Solution	is	a	technically	excellent	
comprehensive solution to the challenge of providing 
due	diligence	 in	very	high-risk	 areas	 such	as	 the	DR	
Congo. However, given the narrow margins on the gold 
supply chain, and the reticence of downstream buyers 
to	 fund	 upstream	 due	 diligence	 efforts,	 the	 Better	
Mining solution is likely too expensive for deployment 
on a planetGOLD supply chain.
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Summary

CRITERION DESCRIPTION

Data Collection
Due diligence information collected manually, then input into digital storage 
via handheld or laptop

Electronic—handheld and tablet units

Data Storage Cloud based storage

Data Analysis Customizable analysis tools

Data Distribution Password mediated access to data/reports

Training Requirements Low

Functionality with OECD DDG  
and planetGOLD Criteria Full functionality

Chain of Custody/ 
Full Traceability Full traceability

1st/3rd Party Verification 3rd party verification

Cost and Pricing Model
3T chains estimated to cost 2% of export value of minerals

ME pays

Existing Examples Several 3T mineral supply chains operating in DRC; no current gold 
supply chains
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B.1 Better Chain Due Diligence Lab (Datastake Data Platform)

Description—Datastake, the most mature product from a new start-up 
now known as the Better Chain Due Diligence Lab, is an innovative new 

product that could potentially fill the gap between simple paper-based or Excel-based due diligence 
and a custom database or fully-digitized due diligence system. Though still under development, 
the Datastake concept is to provide upstream stakeholders with web access to a full-featured data 
storage and analysis platform, all free of charge. To defray the costs of software development and 
data storage, Better Chain plans to develop a market in supply chain data.

Better Chain believes that there is a market for the upstream data generated by miners and other upstream 
stakeholders	(local	or	international	NGOs,	aid	organisations,	consultants)	among	downstream	stakeholders	and	
others	who	work	with	commodities	or	on	supply	chain	issues.	Upstream	stakeholders	will	input	their	data	into	the	
Datastake platform; the tools and forms provided by Datastake will ensure this data is stored in consistent formats.

According to the Datastake business model, downstream users will pay upstream stakeholders for access to 
this data, with Datastake taking some percentage of these payments as its fee for creating and maintaining the 
platform. In its own formulation, Datastake hopes to position itself as the Airbnb of Artisanal supply chain data, 
bringing upstream owners/creators of data together with downstream consumers of data.

Figure 11: Datastake Data Platform

B. Due Diligence Solutions (without Traceability)
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Data owners can provide access to their own data 
on the web via the Datastake platform, either free 
or at a mutually agreed upon fee. Data owners can 
also produce printed or electronic (pdf) reports 
for distribution.

Training

Some limited training may be required for data entry, 
though that part of the system is fairly intuitive. More 
extensive training will likely be required to master 
the various reporting forms. 

Functionality with planetGOLD Criteria 
and OECD DDG

A full evaluation of the functionality of the Datastake 
ARM	application	will	have	to	await	its	completion	and	
implementation. Theoretically, the system has the 
potential to meet all of the planetGOLD Criteria and 
OECD	due	diligence	requirements.

Chain of Custody/Full Traceability

The Datastake system does not provide full traceability. 

Chain of custody is or can be provided, provided all 
of the direct participants in the supply chain (i.e. 
miners, traders, exporter) diligently input all of their 
data regarding the purchase and sale of individual 
gold parcels. If this compliance can be guaranteed, 
the system can generate detailed origin and transport 
route information for all of the component parts of an 
export parcel.

1st/3rd Party Verification

1st	party	verification.	By	design,	the	Datastake	system	
involves stakeholders collecting and reporting data 
on	their	own	operations.	No	independent	verification	
is involved.

Costs and Pricing Model 

Free to upstream stakeholders. Datastake plans to 
recoup costs by creating a market for upstream data 
and then serving as broker on the sale of that data. 

For this concept to work, of course, two things will 
need	 to	 occur:	 first,	 a	 critical	 mass	 of	 miners	 and	
other	 upstream	 stakeholders	 need	 to	 find	 Datastake	
sufficiently	useful	and	easy	to	use	to	be	willing	to	enter	
their data; second, downstream stakeholders need to 
see enough value in this data to be willing to pay for 
access to it.

Better Chain was recently commissioned by the 
Alliance	 for	 Responsible	Mining	 (ARM)	 to	 develop	 a	
web-based due diligence package for deployment on 
the	planetGOLD	project	in	Colombia.	The	package	may	
later	be	extended	to	ARM’s	many	other	ASM	projects.	
This pilot should give a strong indication as to whether 
or not the Datastake model is viable.

This	 ARM	 Datastake	 package	 will	 provide	 forms	 or	
data entry tools for all of the information required 
by	 the	OECD/CRAFT	 code/planetGOLD	Criteria,	 along	
with the analysis and reporting tools to create reports 
required to prove due diligence compliance.

Further details on the system’s functionality are 
provided below.

Data Collection

Data collection is not covered by the Datastake 
service—it	 is	 assumed	 MEs	 and	 other	 stakeholders	
will collect information manually using interviews 
or questionnaires or whatever their normal method 
is for capturing information. Data input is done via 
cellphone app or web portal, with structured input 
forms that serve to both standardize data inputs from 
different	users	and	to	provide	some	basic	error	checks	
on incoming data.

Data Storage/Analysis/Distribution

Data storage is cloud based. Contributors retain 
ownership of their data and can have it returned in 
Excel	form	at	any	time.

Data analysis is provided by built-in and a variety 
of	 customizable	 reports.	 For	 the	 ARM	 due	 diligence	
application, the program will provide built-in template 
for the types of reports required in an annual due 
diligence report.
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Discussion: Pros, Cons, Best Implementation 
Environments 

A	 full	 evaluation	 of	 Better	 Chain’s	 Datastake	 ARM	
due diligence tool will of course have to await the 
program’s	roll	out	by	ARM	in	the	planetGOLD	Colombia	
project.	 The	 Datastake	 system	 does	 have	 the	 very	
significant	advantage	of	being	free	to	the	ME	and	other	
upstream actors.

Should the rollout prove successful, it’s likely 
that Datastake will likely prove appropriate in 
environments similar to that where paper-based 
solutions are appropriate—that is, low to medium risk 
due diligence environments, where chain of custody 
tracking	 of	 gold	 shipments	 is	 sufficient	 to	 satisfy	
buyers.	 Inputting	 all	 of	 the	data	 collected	by	 the	ME	
into the Datastake platform would involve some 
extra	effort	over	paper—both	in	terms	of	the	training	
required and the time expended doing data entry. The 
amount	 of	 effort	 involved	 would	 be	 similar	 to	 that	
expended	under	the	Excel	solution.

The	advantage	to	Datastake	over	both	paper	and	Excel	
is	that	once	the	data	entry	has	been	done	the	ME	would	
have been able to store its data in a standardized and 
readily accessible format, and have access to more 
sophisticated analysis and reporting tools. In addition, 
there	 is	 some	 possibility	 that	 the	 ME	 could	 receive	
some payments in return for the use of its data.
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Summary

CRITERION DESCRIPTION

Data Collection Manual data collection; Data input into web-based Datastake platform

Data Storage Cloud based 

Data Analysis Built in analysis tools; customizable reports

Data Distribution Password mediated access to different levels of data on web

Training Requirements Moderate

Functionality with OECD DDG  
and planetGOLD Criteria

planetGOLD Colombia ARM implementation will create structures, forms 
and reports to meet all planetGOLD criteria. Release of product required to 
verify functionality

Chain of Custody/ 
Full Traceability Chain of custody

1st/3rd Party Verification 1st party

Cost and Pricing Model

Free

ME can potentially receive income by selling its data to interested buyers; 
company revenue model based on creating a market for ME data among 
downstream stakeholders, then taking a percentage of revenue from these 
data sales

Existing Examples Datastake developing Due Diligence package with ARM for deployment in 
planetGOLD Colombia project
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C.1 Optel Raw Material Traceability Solution

Description—Optel is an international provider of supply chain traceability 
systems based in Quebec City, Canada. The company does not currently deploy 
its technology on any artisanal mining supply chains, but did (under the corporate 

name GeoTraceability) develop and deploy a traceability system in 2014 on an artisanal gold supply 
chain at Nyamurhale in the eastern DRC as part of a USAID funded project. The Geotraceability system 
also forms the traceability component of the due diligence solution provided by the RCS Global Group’s 
Better Mining solution.

Dashboard, Reports 
& Data Registers

Collection Tool:

Data Collected:

OPTEL TRACEABILITY PLATFORM

OutputPIT OutputInput PROCESSING 
PLANT

OutputInput TRADER OutputInput EXPORTER

Mobile 
Application
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Figure 12: Optel Traceability Solution

The design submitted by Optel focusses on traceability. The solution as proposed by Optel involves electronic data 
collection	on	mineral	flows	at	key	points	in	the	supply	chain:	at	pits,	the	processing	plant,	traders	and	exporters	
(see Figure 12). The data collection devices would be either Android cellphones equipped with an Optel app or 
else laptops equipped with Optel software. Key data to be collected would include bag or package ID, ownership, 
weight	and	purity	(where	available).	Other	data	fields	can	of	course	be	added	during	the	design	phase.

C. Traceability Solutions
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Data Distribution

Password mediated access to the system provides 
different	levels	of	access	(i.e.	view	only,	view/modify)	to	
system data and reports.

Training Requirements

For this solution, Optel provides the technology and 
system set-up, but leaves the operation of the system in 
the hands of trained users. The Optel proposal includes 
training	sufficient	to	teach	reasonably	technologically	
capable users how to operate the system.

Functionality with planetGOLD Criteria and Due 
Diligence Guidance 

The Optel solution focusses on solving mineral 
traceability, which it more than adequately addresses. In 
addition, much of the data required by the Due Diligence 
planetGOLD criteria is already gathered for traceability 
purposes;	for	example,	the	identity	data	on	ME	members	
required	by	Module	1	(Establish	a	Management	System)	
are already collected as part of the traceability system. 
Similarly, much of the data regarding the payment 
of taxes, fees, and licenses are collected as part of the 
traceability	effort.	Forms	would	need	to	be	created	during	
the design phase to collect any missing information, 
along with reports to share this information.

Traceability/Chain of Custody

Full electronic traceability from mine site through 
processing plant to traders and exporters.

1st/3rd Party Verification

The Optel traceability system requires an on-the-
ground entity to oversee the system and perform 
data entry for some of the supply chain steps, notably 
at the processing stage. Theoretically, this could be 
the	ME	itself,	but	in	practise	for	some	years	at	least	it	
will likely require an external entity to oversee the 
system.	This	arrangement	has	 the	added	benefit	 that	
it provides what amounts to 2nd or 3rd party oversight 
of	 the	mineral	 chain.	 Over	 time,	 the	ME	 could	 itself	
learn to operate the Optel system, but then the system 
would	revert	to	1st	person	verification.

Data captured by these devices would be transferred up 
to the Optel Traceability Platform, either via internet or 
for handheld devices via the cell phone network. Where 
cell phone access is intermittent, the system has the 
capacity to store data and batch transfer once cell phone 
service is restored. Data storage is on the cloud. The cost 
of this storage is covered by the yearly operating fees. 
(Data remains the property of the client and can be 
returned	to	the	client	at	any	time	in	Excel	format.)

Data analysis is performed on the Optel Traceability 
Platform, which brings together data input from all the 
disparate points on the supply chain. The Platform has 
built-in analysis tools (for example, for tracking the 
origin of all of the gold making up an export parcel), 
and the capacity for customized analysis or reporting 
tools. These reports could, of course, be printed or 
shared in pdf or other formats. 

More extensive data distribution is achieved via 
password-mediated access to the platform itself, with 
different	grades	of	password	providing	different	levels	
of access.

Data Collection

Electronic	 data	 collection	 via	 Android	 cellphones	 or	
laptops, with data uploaded to cloud via internet or 
cellphone service. Data transfer can be asynchronous 
to accommodate interruptions in service.

Data Storage

Data is stored on the cloud, paid for by annual service 
fees. Data is owned by user and can be returned to user 
in	Excel	format	should	contract	be	terminated.	

Data Analysis

The Optel systems comes pre-programmed with 
standard analysis reports. Specialized reports can 
be created during the design phase. The system also 
includes an interactive program to help users design 
their own custom reports.
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Costs and Pricing Model

The	Optel	solution	incorporates	both	a	first-year	setup	
fee and then yearly operating fees, which mostly go to 
pay for data storage on the cloud.

Discussion: Pros, Cons, Best Implementation 
Environments

Strictly considering traceability, the Optel solution 
provides complete and reliable traceability of the 
gold supply chain, without the need (and cost) of 
permanent cadre of Optel employees on the ground 
to manage and oversee the system. That makes the 
Optel	 system	 significantly	 less	 expensive	 than	 for	
example	 the	Better	Mining	Solution	 from	RCS	Global	
(see	 Section	 TK).	 Of	 course,	 the	 RCS	 system	 is	 a	 full	 

due diligence system, where the Optel system would 
need	 to	 be	 significantly	 expanded	 to	 incorporate	
full	 due	 diligence	 requirements.	 Even	 with	 these	
modifications—which	could	likely	be	taken	care	of	in	
the design phase—the Optel system is likely to remain 
considerably less expensive than, while technically 
comparable	to,	the	RCS	product.

Since	 the	 cost	 of	 the	 Optel	 system	 is	 fixed,	 the	 cost	
per unit of gold will depend on production and will 
make more sense for larger operations. The optimal 
application of an Optel system is thus one where the 
Due	Diligence	situation	is	more	difficult	and	requires	
a higher level of assurance than paper could provide, 
but where production is large enough to defray the 
costs of such as system.

Summary

CRITERION DESCRIPTION

Data Collection Electronic—Android cellphone or laptop 

Data Storage Cloud based 

Data Analysis
Suite of analysis tools

Custom tools can be developed during system design

Data Distribution ME, Traders, Exporters, Refiners and others can have password mediated 
access, with ability to tie level of access to login/password

Training Requirements Significant training overhead in teaching supply actors (miners, traders, 
exporters) to record tag data for all purchases/sales

Functionality with OECD DDG  
and planetGOLD Criteria

Currently a traceability system. Some design work required to add in full due 
diligence capacity.

Chain of Custody/ 
Full Traceability Full traceability using bag and tag and electronic data capture/data entry

1st/3rd Party Verification 3rd party

Risk Environment Medium and high-risk environments

Cost and Pricing Model ME pays

Existing Examples
Nyamurhale pilot project in DRC (USAID funded)—now closed

Optel engine provides traceability component of RCS Global Better 
Mining Solution
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D.1 Source Certain International

Description—Source Certain 
International is an Australian-based 
company which offers an 

alternative method of establishing the mine of 
origin—the provenance—of gold produced by an 
artisanal Mineral Entity (ME). The technology 
works by analysing the particular concentrations 
of a wide spectrum of trace elements—measured 
in parts per million or parts per billion—present 
in a bullion bar, doré bar or even an ore sample. 
These element ratios are specific enough to 
provide what amounts to a “fingerprint”—a 
unique identifying mark—for any gold source 
and will, according to Source Certain, work even 
in bullion bars four nines pure.

In order to setup a proof of origin scheme for a 
particular	 mine	 site,	 Source	 Certain	 needs	 to	 first	
study the geology of a site (principally in order to 
identify the ore body or bodies being exploited) and 
then collect ore samples from each distinct mining pit, 
as	well	as	 samples	of	 the	unmixed	doré	produced	by	
each pit after treatment in the processing plant. All of 
this data is then added to the Source Certain database. 
With that process complete, there is no further need 
for the company to visit the site, although new ore 
samples must be taken from each pit and forwarded to 
Source Certain at an annual basis in order to keep the 
ore	“fingerprint”	up	to	date.

With	fingerprints	for	each	pit	entered	into	its	system,	
Source	Certain	can	identify	doré	from	any	of	the	pits,	
or	even	a	doré	bar	made	by	melting	together	gold	from	
any group of these pits. Similarly, the system would 

be	able	to	determine	that	a	gold	doré	bar	did	not	come	
from	any	of	the	identified	sites,	or	detect	if	doré	from	
an un-registered site had been melted into and so 
contaminated	a	doré	bar	originated	from	the	site.

In a Source Certain system, gold ore would proceed 
from pit to processing plant as normal, with no need 
for bagging or tagging of ore. The gold ore would 
be processed as normal, with the exception that 
when	processed	 gold	 is	melted	 into	 a	 doré	 ingot,	 the	
processing plant operators would need to take a dip 
sample	of	each	new	doré	ingot	(a	dip	sample	is	a	small	
reference amount, typically about 5g) as a reference 
for potential later comparison. The remainder of the 
gold is then returned to its owner, who is free to sell 
the gold on. (The 5g sample would also be returned to 
the owner, once the remainder of the gold has been 
accepted	by	the	final	buyer).

The exporter or exporters sourcing from the site would 
need to be willing to keep all gold purchased from the 
site separate from other sources, and to sell it on to a 
legitimate	market—a	refiner	for	example—in	a	single	
batch	un-mixed	with	gold	from	non-project	sites.	The	
refiner,	 in	 order	 to	 test	 the	 provenance	 of	 this	 gold,	
would	 take	 its	 own	dip	 sample	 of	 the	 doré	 and	 send	
it	 off	 to	 the	Source	Certain	 lab	 in	Western	Australia.	
Transport and testing normally takes 3–5 days. At 
that	point,	 the	refiner	would	have	definitive	proof	as	
to	 whether	 or	 not	 the	 gold	 originated	 at	 the	 project	
mine site.

Not	 every	 batch	 of	 incoming	 gold	 would	 be	 tested.	
Instead, tests are made as a result of information or 
suspicious circumstances, or else on a periodic basis 
in order to meet a statistically valid sampling regime. 
If	no	problems	are	detected,	the	refinery	would	accept	
the gold. At this point, the 5g dip samples associated 
with	 the	 accepted	 doré	 could	 be	 returned	 to	 their	
owners.	If	a	problem	was	detected	at	the	refinery,	the	

D. Alternative Provenance Solutions
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dip samples taken at the processing plant would be 
tested to determine if the anomaly entered the supply 
chain at the mine site or further along the chain.

The	 Source	 Certain	 system	 has	 the	 significant	
advantage	 that,	 once	 the	 initial	 ore	 fingerprinting	
work has been completed, the operating costs for the 
Mining	Entity	are	minimal:	merely	the	requirement	to	
take and keep dip samples for a limited time period. 
(These	dip	samples	are	held	by	the	ME,	and	returned	
to their owner once the gold has been accepted by the 
final	buyer).

The sampling costs for incoming shipments 
should	 fall	 entirely	 on	 the	 purchasing	 refiner	 or	
other end-customer. Source Certain thus has the 
potential to assure mine of origin in an inexpensive, 
non-intrusive way.

There is some question as to whether Source 
Certain, on its own, would be considered a full and 
acceptable	 fulfillment	 of	 the	 planetGOLD	 Criteria	
traceability requirement.

In the planetGOLD Criteria, the traceability criterion is 
written as follows: 

The ME ensures chain of custody or traceability and 
that minerals, concentrates or metals commercialized 
collectively by the ME and/or individually by its 
members originate exclusively from the mine site of 
the ME.

The explicit call for chain of custody/traceability would 
seem to indicate that Source Certain, on its own, would 
not	 be	 sufficient.	 On	 the	 other	 hand,	 Source	 Certain	
could	 fulfill	 the	requirement	 that	an	ME	ensure	 that	
gold	originates	exclusively	from	an	ME’s	mine	site.

Collection

Regular	data	collection	consists	of	taking	and	keeping	
dip	samples	of	doré	melted	at	the	processing	plant.

Compare 
fingerprints

Dip

Gold ore

Gold doré

Fingerprint 
Profile of

Mining Pit

Fingerprint 
profile of doré

Cyanide Plant

Mined Doré

Fingerprint 
incoming doré

Refiner

Figure 13: Source Certain gold fingerprinting system
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Storage/Analysis/Distribution

The	 trace	 element	 profile	 of	 a	 site’s	 gold	 is	 kept	 by	
the solution provider, and would in fact be of use to 
no one else. Sampling results are owned by whoever 
commissions	the	sample,	likely	the	final	purchaser.

Training

Training	requirements	are	minimal.	ME	stakeholders	
at the processing plant would need to be trained to 
take	 and	 store	 gold	 dip	 samples.	 No	 other	 training	
is required.

Functionality with Due Diligence 
and planetGOLD Criteria

Source Certain serves as an alternative method 
for	 establishing	 gold	 provenance	 and	 fulfilling	 the	
sourcing requirement in Module 4. It might need 
to	 be	 used	 in	 conjunction	 with	 a	 simple	 chain	 of	
custody system.

Source Certain is not an appropriate solution for due 
diligence reporting.

1st/3rd Party Verification

The solution contains elements of both 1st and 3rd party 
verification.	 The	 independent	 nature	 of	 the	 sample	
testing	rises	to	the	level	of	3rd	party	verification.	That	
the	ME	 itself	 takes	 and	 holds	 the	 dip	 samples	 at	 the	
processing plant has elements of self-reporting and so 
1st	party	verification.

Costs and Pricing Model

For	 a	Mining	 Entity,	most	 of	 the	 costs	 of	 the	 Source	
Certain system are incurred in the set-up phase. 
The solution requires investigating the mine site, 
identifying its ore bodies and establishing the trace 
element	 profile	 of	 the	 ore	 being	mined	 and	 the	 doré	
produced	 by	 the	 processing	 plant.	 Resampling	 of	
the mining pits must then occur at regular intervals 
(yearly or every two years).

Once set up, the only real cost involved in the Source 
Certain system lies in taking a dip sample of every gold 
doré	 pour.	 The	 actual	 cost	 of	 this	 is	 fairly	minimal,	

though the need to keep back 5g of gold will have 
cash-flow	implications	for	producers.

After setup, the bulk of the costs for the Source 
Certain system fall on the gold purchasers, who pay 
the sampling costs when they wish to determine the 
isotope	 profile	 (and	 thus	 the	 origin)	 of	 an	 incoming	
shipment. Those buyers carry most of the freight is one 
of the most attractive features of this system.

Discussion: Pros, Cons, Best Implementation 
Environments

The main advantage of the Source Certain system is 
that might obviate the need for a traceability system 
while still providing formal market gold buyers with 
a strong assurance that the gold they are purchasing 
comes	from	the	Mining	Entity’s	mine	site.
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Summary

CRITERION DESCRIPTION

Data Collection

Trained geologists sample ore at mine sites and doré at processing 
plant during setup. Thereafter physical dip samples of gold are collected 
at processing plant, to be compared, if necessary, against purchases 
by refiners

Data Storage Data on ore characteristics held by solution provider

Data Analysis Gold isotope ratios analysed by Data Source 

Data Distribution Test Data confidential 

Training Requirements Limited

Functionality with OECD DDG  
and planetGOLD Criteria

Potentially fulfils traceability requires of Module 4. Other DD requirements 
not addressed by this system. 

Chain of Custody/ 
Full Traceability Data Source provides an alternative to traceability/chain of custody. 

1st/3rd Party Verification 3rd party verification. Gold samples at refiner can be tested and traced to 
specific project mine sites 

Cost and Pricing Model
ME pays for system setup

Buyer pays for lab tests verifying incoming gold shipments match fingerprint 
of ME’s production site
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Table 1: Summary of Supply Chain Solutions

SOLUTION PAPER-BASED EXCEL WITH 
PAPER DATA STAKE

ULULA 
INCIDENT 

MANAGEMENT

OPTEL 
TRACEABILITY 

SYSTEM

Data Collection Manual Manual Manual Electronic 
(handheld and web)

Electronic 
(handheld and web)

Data Storage Paper files Local/paper Cloud Cloud Cloud

Data Analysis
Basic

Some analysis 
capability

Extensive analysis 
tools

Extensive analysis 
tools

Built-in 
customizable tools

Data Distribution Paper reports Paper reports Controlled on-line 
access

Controlled on-line 
access

Controlled on-line 
access

Training 
Required Minimal Minimal Moderate Moderate Extensive

Functionality with 
CRAFT Modules Full Full Full Full Full (with necessary 

adaptations)

Chain of Custody 
or Traceability Chain of custody Chain of custody Chain of custody Chain of custody Traceability

1st/3rd Party
1st party 1st party 1st party 1st party 3rd party

Cost Minimal <0.01% Minimal <0.01% Free $30,960 for 
1-year pilot

 

$53,210 per year; 
0.47% of gold value

Pricing Model
AMP pays AMP pays Free AMP pays AMP pays

Existing 
Example Colombia SBGA n/a

planetGOLD 
Colombia 

(in progress)

IPIS incident 
monitoring 

Eastern DRC

Trial project 
Nyamurhale DRC
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SOLUTION

RCS GLOBAL 
BETTER 
MINING 

SOLUTION

MINE SPIDER MINEXX EVERLEDGER SOURCE 
CERTAIN

Data Collection Electronic 
(handheld and web)

Electronic (handheld 
and web)

Electronic 
(handheld and web)

Electronic 
(handheld and web)

Manual collection 
of gold samples

Data Storage Cloud Cloud Cloud Cloud
Data stored 

with provider

Data Analysis

Built-in 
customizable tools

Built-in 
customizable tools

Built-in 
customizable tools

Built-in 
customizable tools

n/a

Data Distribution Controlled on-line 
access

Block chain 
data sharing

Block chain 
data sharing

Block chain 
data sharing

n/a

Training 
Required Minimal Extensive Extensive Extensive Minimal

Functionality with 
CRAFT Modules Full Full Full Full (with necessary 

adaptations) Not a full 
diligence tool

Chain of Custody 
or Traceability Traceability Traceability Traceability Traceability

Alternative Proof 
of Mine of Origin

1st/3rd Party
3rd party 1st party 1st party 1st party 3rd party

Cost Expensive, likely 
2–3% of gold value

  

Pending

 

0.3% of gold 
export value

 

Pending

 

Pending

 

Pricing Model
AMP pays AMP pays AMP pays AMP pays

AMP importer pay

Existing 
Example

3T mineral chains, 
DRC

Tin mineral chain, 
Rwanda

Gold supply chain 
in DRC

Artisanal diamond 
supply chains, 

other commodities

Numerous LSM 
operations
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Many of the traceability 
providers contacted for this 
study requested specifics 
regarding planetGOLD’s 
traceability needs in order to 
develop technically accurate 
and well-costed proposals for 
their supply chain technology 
solutions. The following 
description of the Burkina 
Faso planetGOLD project was 
developed to form the basis of 
quotes and discussions with 
traceability solution providers. 

Location

The Burkina Faso planet GOLD 
project	 is	 working	 with	 the	
Gnikpiere artisanal mining site 
in the Dano area in the South 
West of the country (Gaoua 
Region).	Dano	is	 located	about	275	
kilometres southwest of the capital 
Ouagadougou. The Gnikpiere mine 
site is located about 8km to the 
north-East	 of	 Dano,	 accessible	 via	
an un-paved road that remains 
open throughout the year.

Country level and site level maps 
are shown in Figures 14 and 15.

Figure 14: planetGOLD Project Site near Dano and its relation to the capital Ouagadougou.

Figure 15: Gnikpiere project site colour coded to show pits, processing areas and 
processing plant.

Annex A: Specification Example: Traceability for 
planetGOLD Burkina Faso Project
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Site Characteristics

Location and Governance

The Gnikpiere mine site is located about 8 km north 
of Dano. An association of pit owners is currently in 
the process of obtaining a site management convention 
issued	by	 the	National	Agency	 for	ASGM	 (ANEEMAS)	
and owned by a formal site manager. This will allow 
for the formalization of the site by respecting the 
interests and concerns of mining leaders, landowner 
and	village	chiefs	and	thus	avoiding	local	conflicts.

Miners

There are approximately 1500 people living and 
working on the Gnikpiere site, including men, women, 
teenagers and children. Men are more typically 
involved in extracting ore from the mining pits. A 
site visit in April 2020 counted 446 (male) miners 
involved in ore extraction. Women are employed in 
transporting and processing mineral ore (washing on 
traditional sluice), as well as service occupations such 
as food supply and commerce.

Pits

The site visit in April 2020 counted 33 active mining 
pits on the Gnikpiere site. As shown in Figure 15 (red 
dots) these pits are fairly tightly grouped together in a 
line extending up the hillside. The pits are owned by 22 
different	 individuals,	with	 some	 individuals	 owning	
more	than	one	pit.	Each	pit	is	managed	independently,	
with	a	“chef	de	puit”	or	pit	owner	and	mining	crew	for	
each pit.

Pits consist of vertical shafts approximately a metre in 
diameter,	extending	down	to	70	to	100	metres	into	the	
ground via extensive shaft systems.

Hard rock ore (Quartz materials) is extracted manually, 
with extensive artisanal use of dynamite. Ore is placed 
in former rice sacks inside the pit and then hauled to the 
surface.	Each	sack	contains	approximately	80±10	kg.

Figure 16: Gnikpiere mining pit

Processing Areas

In the current system, ore is transported to the 
processing areas (blue polygons) for crushing 
and grinding. The resulting powdered ore is then 
transported to the washing area (blue outline) to be 
washed through a traditional sluice. The resulting 
concentrate is mixed with mercury to produce 
amalgam, which is then burned to produce gold sponge. 
A 2020 estimated that the site produces a minimum of 
8 kg of gold sponge per month.

The Gold Trading Circuit: Legal and Illegal

In Burkina Faso, there are currently two gold trading 
pathways in place, one legal and one illegal. The legal 
trading circuit sees gold travel from the mine site to legal 
gold comptoirs in Ouagadougou or Bobo-Dioulasso, the 
second	largest	city,	via	formal	gold	collectors	officially	
associated with the trading company or independent 
collectors, who then export the gold individually. 
In theory, it would also be possible to sell to the 
government	 gold	 agency	ANEEMAS	at	 discount	 rates	
but the mechanism is not being exploited so far. 

 In the illegal trading circuit gold is sold to local traders 
at the mine site, who then sell on to gold comptoirs 
in Ouagadougou which then export gold illegally to 
neighbouring countries or directly to Dubai.
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The planetGOLD Intervention

Under	 the	 planet	 GOLD	 pilot	 project	 with	 the	 mine	
site, the ore processing steps—the crushing, grinding, 
sluicing and mercury amalgamation—will be 
completely replaced by an integrated mercury-free 
processing	 facility,	 to	be	 located	at	 the	 site	 identified	
by	the	red	square	in	Figure	17.

The mining process will remain unchanged. Ore from 
each pit will be taken to the processing plant where 
it will be crushed, ground and then processed to 
separate out the gold. This gold will then be returned 
to the owner of the pit that produced the ore.

Under	 the	 project,	 gold	 from	 the	 processing	 plant	
is meant to be diverted to the owner without any 
restrictions for informal trade routes.

However, the long-term goal is to make miners engage 
with legal gold trade via formal collectors and comptoirs 
who will then look for exportation formalities or sell 
to	the	government	gold	export	agency	ANEEMAS.	The	
traceability system must make provision for tracking 
this legal gold supply chain.

This will require providing traders and exporters 
with copies of the data entry application and any tags 
or bags needed for tracking gold. For this to work, 
the	project	would	need	to	win	the	cooperation	of	gold	
traders and exporters. To the extent that this proves 
possible, the system should have the technical means 
to extend traceability to these actors.

Gold Supply Chain Traceability System:

A schematic of the Gnikpiere gold supply chain and 
its attendant traceability system is given in Figure 
18 with the data collection points indicated by 
side-pointing arrows.

Note	 that	 for	 the	 most	 part,	 data	 collection	 will	
be performed by supply chain actors themselves, 
without	 supervision	 by	 project	 staff	 or	 government	
supervisors. The one exception to this rule is at 
the	 processing	 plant,	 where	 project	 personnel	 will	
supervise data collection of ore inputs, gold outputs 
and plant performance parameters.
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Figure 17: Legal and Illegal Gold Supply Chains in Burkina Faso
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The data to be collected is detailed below in Section 4.2: 
Data	Registers.	The	actions	to	be	performed	to	capture	
this data is detailed below in Section 4.1: Data Capture. 

Data Capture

1. Pit Head Collection

Bags of ore at the top of the pit are sealed by the 
pit owner and then weighed. Data on weight, tag 
number, pit number etc. to be entered by pit owner

2. Processing Plant Entry

Ore bags from the pits—their pit seals still intact—
are weighed, and the data on weight, tag number 
etc.	entered	by	plant	operator	or	project	personnel.	
It	 is	 assumed	 that	 ore	 from	 different	 pits	 will	 be	
processed separately in batches. (i.e. one pit will 
submit a number of bags of ore to the processing 
plant, which will then be processed together in one, 
two batches or more regarding the capacity of the 
facility to produce a discrete quantity of gold).

3. Processing Plant Exit

Gold produced during a processing batch will be 
weighed, assigned a purity (based on assay or on 
the known purity of the pit), and sealed. A plant 
operator	or	project	person	will	record	data	on	the	
weight, purity, tag number etc. He/she will then 
return the product to the pit owner who is free to 
sell it to any traders or comptoirs available.

4. Processing Plant Operation

A	plant	operator	or	project	person	will	record	data	
on the plant operation parameters (fuel or electricity 
used, chemicals used, gangue or inert material 
produced, tailings kept for later processing, etc.). 
This data may be per day or per processing batch.

Data 
Collection

Data 
Collection

Data 
Collection

Data 
Collection

PIT

Trader

Exporter

Processing
Plant

Figure 18: Traceability system schematic
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5. Trader Entry/Exit

Traders record the tag number, weight, purity, 
purchase price, seller name and ID, of all 
purchased gold.

Traders seal and then record the tag number, 
weight, purity, selling price, buyer name and ID, of 
all gold they sell

6. Exporter Entry/Exit

Exporters	 record	 the	 tag	 number,	 weight,	
purity, purchase price, seller name and ID, of all 
purchased gold.

Exporters	 seal	 and	 then	 record	 the	 tag	 number,	
weight, purity, selling price, buyer name and ID, of 
all gold they export

Data Registers

The data that should be collected by the traceability 
system is described below, nominally organized 
into	 ‘registers’.	 The	 official	 government	 templates	
for miners, collectors and comptoirs should serve 
as	 a	 basis	 for	 these	 registers.	 Note	 that	 there	 is	 no	
requirement or even expectation that the system 
itself will organize the data in this way. It is done here 
purely as a way of presenting the data requirements 
in	 an	 organized	 way.	 A	 full	 specification	 document	
would	likely	include	additional	fields	for	each	of	these	
registers,	but	the	ones	given	should	be	sufficient	for	the	
purposes of developing a reasonable estimate.

1. Pit Register

Function: to record the location, ownership, and 
physical characteristics of the pits producing gold

Data:	 Pit	 Number,	 GPS	 coordinates,	 ownership,	
depth, rock type, ore grade

Note:	depth	might	require	multiple	entries	(i.e.	date,	
depth, rock type, ore grade as of that date)

Volume: 25–100 pits

2. Producer Register

Function: to record relevant data about all 
individuals involved in production on the site

Data:	 Name,	 ID,	 No,	 age,	 sex,	 production	 role	 (i.e.	
digger, pit owner or chef de puits, pit owner, site 
merchant, etc.)

Volume: 500–5000 miners

3. Processor Register

Function: to record data about the processing plants

Data: ID no, GPS coordinates, owner, plant type, 
license number

Volume: 1–100 processing plants

4. Trader Register

Function: to record data about the individuals 
involved in the domestic trade in gold 

Data:	Name,	ID	No,	Trading	license	no,	trader	type,	
location of place of business

Volume: 1–50 traders

5. Exporter Register

Function: to record data about the entities that 
export gold

Data:	 Entity	 name,	 License	 number,	 license	 type,	
type of entity (i.e. company, individual, coop, etc.), 
ownership, location

Volume: 1–20 exporters

6. Pit Production Register

Function: to keep track of the ore produced at 
each pit

Data:	 Pit	 No,	 date,	 ore	weight,	 ore	 grade,	 ore	 bag	
tag number

Volume: tens of sacks per pit per day (so 250–1000 
bags per day)
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7. Processing Register(s)

Function: to keep track of the ore delivered to and 
gold produced by each processing plant; to further 
keep track of plant operating parameters (fuel use, 
cyanide use, mercury use, waste products produced)

Input Data: Date of ore bag purchase, Ore bag tag 
number, weight, grade, purchase price

Processing Batch Data: Date, Batch number, tag 
numbers of ore bags input into system per processing 
batch, volume/weight of gold produced per batch, 
grade, owner, tag number, weight of tailings.

Plant data: Date, fuel use, cyanide inputs, mercury 
inputs, waste outputs 

Volume: thousands of tonnes of ore processed per 
day (so tens or hundreds of 50kg bags); tens of 
processing batches per day; daily plant data

8. Trading Register

Function: to keep track of the gold purchased and 
sold by domestic gold traders

Data: date, trader ID, transaction type (purchase/
sale), purchaser/seller ID, transaction volume (i.e. 
weight of gold purchased/sold), gold purity, bag 
tag number

Volume: hundreds of transactions per day per trader

9. Export Register

Function: to keep track of the gold purchased and 
sold by gold exporters

Data: date, exporter ID, transaction type (purchase/
sale), purchaser/seller ID, transaction volume (i.e. 
weight of gold purchased/sold), gold purity, bag 
tag number

Volume: hundreds of transactions per day per exporter
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Annex B: planetGOLD Criteria for Environmentally 
and Socially Responsible Operations
1. Adopt a Management System

TOPIC FIELDS STATUS DATA TYPE SINGLE/
MULTIPLE DESCRIPTION

i Organisational 
Structure

Memo Single

ii Members Name, gender, age, worksite 
and ID of all natural persons 
linked to internal entities

Text Multiple

iii Production, 
processing capacity

Production and processing 
capacity of members 
(internal entities)

Text/Memo Multiple

iv Location Text/GPS Single

v Transportation 
Routes

Memo Multiple Description

vi Products Text Single

vii CAHRA or not Memo Single Determination 
and Explanation

viii Statement of 
Commitment to 
CRAFT

The ME declares in the CRAFT 
Report or a separate statement 
its commitment to CRAFT

Memo Single Statement

ix Point of Contact for 
Complaints

Text Single

x Responsible 
Person for Craft 
Implementation

Text Single
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2. Legitimacy of Mining Entity (ME)

TOPIC STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

Country Context 1 Legal ASM framework exists and 
is enforced by authorities

Fulfilled/
Progress/Failed

Memo Single Determination 
and Explanation

Country Context 2 Legal ASM framework exists but 
is not implemented or enforced

Fulfilled/
Progress/Failed

Memo Single Determination 
and Explanation

Country Context 3 Legal ASM framework does 
not exist

Fulfilled/
Progress/Failed

Memo Single Determination 
and Explanation

Country Context 4 State-approved commercialisation 
channels for ASM production are 
in place

Fulfilled/
Progress/Failed

Memo Single Determination 
and Explanation
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3. Annex II Risks—Immediate Disengagement

TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

a Child labour 
(worst forms)

ME does not 
tolerate worst 
forms of child 
labour in its 
production 
process

Baseline assessment 
(qualitative or quantitative) 
of child labour has been 
conducted of ME process and 
supply chain

Pass/Fail Memo Single Determination and 
Explanation

ME can credibly affirm that its 
internal supply chain no person 
under 18 perform any of the 
following work: underground 
or underwater work; work with 
dangerous machinery or tools; 
carrying heavy loads; work that 
exposes them to hazardous 
substances or that severely 
harms their health, safety or 
morals in general

Pass/Fail Memo Single Determination and 
Explanation

Complaints or allegations 
received by the point of contact 
(see M.1/5.2.8/R.1) have been 
acknowledged and resolved.

Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution

b Forced 
Labour

ME not linked 
to any kind of 
forced labour

The ME can credibly affirm 
that any work or service of any 
person in its internal supply 
chain is performed under 
voluntary terms

Pass/Fail Memo Single Determination and 
Explanation

The ME can credibly affirm 
that all persons related to 
its internal supply chain are 
free to resign from their work 
or service at any moment, 
according to generally 
accepted procedures for due 
notice, respecting existing 
obligations, and without the 
menace of penalty

Pass/Fail Memo Single Determination and 
Explanation

Complaints received by 
the point of contact (see 
M.1/5.2.8/R.1) have been 
acknowledged and resolved.

 Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

c Torture ME is not linked 
to committing 
any forms of 
torture or cruel, 
inhuman, and 
degrading 
treatment

Credible testimonies regarding 
cases of torture or cruel, 
inhuman, and degrading 
treatment at the mine site and its 
surroundings were sought, and 
if found to exist, the ME ensured 
that proven or suspected 
perpetrators were excluded from 
its supply chain. 

Pass/Fail Memo Single Determination and 
Explanation

Complaints or allegations 
received by the point of contact 
(see M.1/5.2.8/R.1) have been 
acknowledged and resolved.

Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution

d Gross Human 
Rights 
Violations

ME is not linked 
to any other 
gross human 
rights violations 
and abuses, such 
as widespread 
sexual violence

Credible third-party testimonies 
indicate the absence of gross 
human rights violations and 
abuses such as widespread 
sexual violence

Memo Multiple Determination and 
Explanation

Complaints or allegations 
received by the point of contact 
(see M.1/5.2.8/R.1) have been 
acknowledged and resolved

 Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution

e War crimes, 
genocide

ME is located in 
a CAHRA (see 
M.1/5.2.3/R.1):It 
is reasonable to 
believe that the 
ME is not linked 
to committing 
war crimes or 
other serious 
violations of 
international 
humanitarian law, 
crimes against 
humanity, or 
genocide

The ME confirms that none of 
its Members is prosecuted, 
accused or convicted for 
having committed war crimes 
or other serious violations of 
international humanitarian law, 
crimes against humanity, or 
genocide

 Memo Multiple Determination and 
Explanation

The ME can credibly affirm that 
its internal supply chain is not 
controlled by or benefitting 
any conflict party suspected 
of being involved in war crimes 
or other serious violations of 
international humanitarian 
law, crimes against humanity, 
or genocide.

Memo Single Determination and 
Explanation

Complaints or allegations 
received by the point of contact 
(see M.1/5.2.8/R.1) have been 
acknowledged and resolved

Memo Single Determination and 
Explanation
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

f Controlled 
by non-
state armed 
groups

ME’s mine site 
and transportation 
routes are not 
illegally controlled 
by non-state 
armed groups.

An internal (and in case of 
reasonable doubt external) 
assessment confirms that 
the ME's mine site, the 
internal supply chain and the 
transportation routes are not 
illegally controlled by any 
non-state armed group

Memo Single Determination and 
Explanation

“Control” means 
i) overseeing 
extraction, 
including by 
granting access 
to mine sites and/
or coordinating 
downstream sales 
to intermediaries, 
export companies 
or international 
traders; ii) making 
recourse to any 
forms of forced 
or compulsory 
labour to mine, 
transport, trade or 
sell minerals; or iii) 
acting as a director 
or officer of, or 
holding beneficial 
or other ownership 
interests in, 
upstream 
companies or 
mines

Complaints or allegations 
received by the point of 
contact (see M.1/5.2.8/R.1) 
have been acknowledged 
and resolved

Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution

g Taxed by 
non-state 
armed 
groups

ME undertakes 
all reasonable 
efforts5 to avoid 
production at its 
mine site and its 
internal supply 
chain from being 
subjected to 
illegal taxation 
or extortion 
of money or 
minerals by 
non-state armed 
groups

The ME has and implements 
an internal policy requiring 
all Members to abstain 
from making any payment 
considered related to extortion 
and illegal taxation to non-
state armed groups. The 
policy establishes that proven 
perpetrators are excluded or 
suspended from its supply 
chain

 Memo Multiple Determination and 
Explanation

Complaints or allegations 
received by the point of 
contact (see M.1/5.2.8/R.1) 
have been acknowledged and 
resolved

 Memo Multiple Complaint; 
acknowledgement; 
investigation; 
resolution
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4. Annex II Risks—Disengagement After Failed Mitigation

TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

a Public 
security 
forces

AMP is supportive 
or seeks the 
support of 
public or private 
security forces 
if their presence 
is required to 
maintain the rule 
of law, including 
safeguarding 
human rights, 
providing security 
to mine workers, 
equipment, and 
facilities, and 
protecting the 
mine site or 
transportation 
routes from 
interference 
with legitimate 
extraction and trade

While acknowledging the 
need for security, the AMP 
declares and can prove (if 
applicable) that the presence 
of security forces is justified by 
their needs, and that security 
providers act respecting 
human rights and national laws

Mitigated Memo Single Determination 
and Explanation

The AMP declares (in the 
CRAFT report) and can prove (if 
applicable) that it collaborates 
with public or private security 
forces as required by law 
or seeks their support only 
as needed for the purpose 
specified in the requirements

Mitigated Memo Single Determination 
and Explanation

Initial Step: If relations 
between the AMP and public 
or private security forces are 
characterized by tensions, the 
AMP seeks advice and support 
from credible institutions, 
organizations or persons to 
put a risk management plan in 
place.

Mitigated 
Progress

Memo Single Determination 
and Explanation

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements.

Mitigated 
Progress

Memo Single Risk 
Management 
Plan
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

b Public 
security 
forces and 
gross human 
rights abuses

The AMP does 
not knowingly 
hire individuals or 
units of security 
forces that are 
known to have been 
responsible for 
gross human rights 
abuses.

The AMP does not contract 
private security services and 
has not requested the provision 
of public security to their 
operations.

Mitigated Memo Single Determination 
and Explanation

The AMP seeks reasonable 
certainty to ensure that 
individuals or units of hired 
security forces are not linked to 
gross human rights abuses.

Mitigated Memo Single Determination 
and Explanation

Initial Step: If information arise 
that security personnel is linked 
to human rights abuses, the 
AMP seeks advice and support 
from credible institutions, 
organizations or persons to 
put a risk management plan 
in place.

Mitigated 
Progress

Memo Single Determination 
and Explanation

Subsequent steps: A risk 
management plan is in place 
for this risk and the AMP 
implements and monitors 
the plan with measurable 
improvements.

Mitigated 
Progress

Memo Single Risk 
Management 
Plan

c Public or 
private 
security 
forces 

AMP supports all 
efforts or takes 
all viable steps to 
minimize adverse 
impacts associated 
with the presence 
of public or private 
security forces on 
their mine site(s).

No public or private security 
forces are present at the 
mine site.

Mitigated Memo Single Determination 
and Explanation

The AMP supports all efforts or 
takes all viable steps to minimize 
adverse impacts associated 
with the presence of public or 
private security forces, to which 
men and women on their mine 
site(s) may be exposed.

Impacts associated with the 
presence of public or private 
security forces, to which men 
and women on their mine site(s) 
maybe exp

Mitigated Memo Single Determination 
and Explanation
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

Initial Step: In case of 
inconformity with the service of 
private security, the AMP seeks 
to renegotiate the service of or 
change the security provider 
and put a risk management 
plan in place. If needed, the 
AMP seeks advice and support 
from credible institutions, 
organizations or persons.

Mitigated 
Progress

Memo Single Determination 
and Explanation

In case of inconformity with the 
performance of public security, 
the AMP seeks to engage 
with the supervisor or the 
competent authorities to put a 
risk management plan in place. 
If needed, the AMP seeks advice 
and support from credible 
institutions, organizations 
or persons.

Mitigated 
Progress

Memo Single Risk 
Management 
Plan

d Payment of 
Taxes and 
Royalties

The AMP pays to 
the government 
all taxes, fees, and 
royalties related to 
mineral extraction, 
trade, and export.

The AMP and its Members can 
prove that they pay taxes, fees, 
and royalties as required by law.

Mitigated Numeric Multiple Tax records per 
gold shipment

Initial Step: At least some 
Members of the AMP pay taxes, 
fees and royalties as applicable. 

Mitigated 
Progress

Numeric Multiple Tax records per 
gold shipment

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements.

e EITI AMP is committed 
to disclose—if 
requested—
payments of taxes, 
fees, and royalties 
in accordance with 
the principles set 
forth under the 
Extractive Industry 
Transparency 
Initiative (EITI)

The AMP discloses, or declares 
to be committed to disclose, 
payments of taxes, fees, and 
royalties to the national EIT.

Numeric Multiple Tax records per 
gold shipment

Initial Step: The AMP engages 
with EITI to learn about its 
obligations, or is already 
preparing its EITI declaration 
but has not yet submitted it

Memo Single Declaration
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements.

Memo Single Risk 
Management 
Plan

f Bribes The AMP 
undertakes all 
reason-able 
efforts to avoid 
offering, promising, 
giving, accepting 
or demanding 
any bribes to 
misrepresent taxes, 
fees and royalties 
paid to governments 
for the purposes of 
mineral extraction, 
trade, handling, 
transport and export

The AMP has an internal policy 
requiring all members to abstain 
from offering, promising, giving, 
and particularly expecting or 
demanding bribes.

Memo Single Risk 
Management 
Plan

The AMP undertakes all 
reasonable efforts to achieve 
that member of the AMP 
recognize this policy as binding 
and abide by the policy.

 Memo Single Report on 
Efforts

Initial Step: The AMP has 
identified the risk and seeks 
advice and support from credible 
institutions, organizations or 
persons to establish a risk 
management plan.

 Memo Single Report on 
Engagement

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements.

 Memo Single Risk 
Management 
Plan

g Bribes to 
conceal 
mineral 
origin

The AMP 
undertakes all 
reasonable efforts 
to resist bribery to 
conceal or disguise 
the origin of 
minerals.

The AMP ensures chain of 
custody or traceability and 
that minerals, concentrates 
or metals commercialized 
collectively by the AMP and/
or individually by its members 
originate exclusively from the 
mine site of the AMP.

Mitigated Multiple 
Fields

Multiple Traceability 
or Chain 
of Custody 
System

(Traceability 
requirement)

 Initial Step: The AMP is 
adopting, creating or improving 
its chain of custody or 
traceability mechanism and is 
piloting its implementation.

Mitigated 
Progress

Multiple 
Fields

Multiple Traceability 
or Chain 
of Custody 
System
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TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements.

Mitigated 
Progress

Memo Single Risk Management 
Plan

h Money 
Laundering

The AMP supports 
all efforts or takes 
all viable steps 
to contribute 
to the effective 
elimination of 
money laundering, 
where a reasonable 
risk of such practice 
from or connected 
to its operations 
or products is 
identified.

The production volumes of 
the AMP are plausibly aligned 
with the effective production 
capacity of the AMP—and—the 
installed production capacity 
of the AMP is plausibly aligned 
with the financial capacity 
of its members (including 
ultimate ownership).

Mitigated Memo Single Report reconciling 
production and 
production 
capacity/financial 
capacity

Initial Step: The AMP has 
identified the risk of money 
laundering and establishes 
a risk management plan to 
identify and mitigate risks 
that finance, minerals or 
metals originating from money 
laundering is injected into its 
supply chain.

Mitigated 
Progress

Memo Single Risk Management 
Plan

Subsequent steps: A risk 
management plan is in place 
for this risk, and the AMP 
implements and monitors 
the plan with measurable 
improvements

Mitigated 
Progress

Memo Single Risk Management 
Plan

The AMP tries to avoid cash 
payments as far as possible 
and economically viable to 
keep formal records.

Mitigated 
Progress
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planetGOLD Specific Criteria
Criteria A: Mercury Free Processing and Management of Chemicals and Wastes  
(cyanide, mercury tailings)

CRITERIA TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

A1 Facilities are 
mercury free

Processing facilities have no 
evidence of mercury

Pass/fail Memo Single Determination and 
Explanation (Technical 
description of processing 
plant documenting 
mercury free process, with 
photographs of plant and 
diagrams of mineral flow) 

A2 No cyanide 
leaching is 
conducted on 
sediment, ore 
or tailings to 
which mercury 
has been 
added without 
first removing 
the mercury

Processing facilities have no 
evidence of cyanide use on 
mercury-tainted tailings, or 
sale of mercury contaminated 
tailings to other processors, and 
processing facilities provide 
evidence of mercury treatment 
(and environmentally sound 
management of mercury) prior 
to further processing or sale of 
tailings, or disposal of tailings.

Pass/fail Memo Single or 
Multiple

Determination and 
explanation

• evidence that processing 
plant does not work with 
tailings (only new ore)

• if tailings used, evidence 
that tailings are mercury 
free (i.e. tests on 
tailings, or provenance 
information on tailings)

• if mercury-infused tailings 
used or sold, evidence 
of mercury treatment 
(i.e. diagram of mercury 
treatment cycle, photos of 
equipment) and evidence 
of mercury free status 
of tailings (i.e. mercury 
tests) prior to processing 
or sale



R E P O R T |  S U P P LY C H A I N T E C H N O L O G Y F O R p lane t G O L D P R O J E C T S
82

Criteria B: Respects Rights and Lives of Indigenous Peoples

CRITERIA TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

B1 The ME will 
adopt a publicly 
available policy 
statement that 
acknowledges its 
responsibility to 
respect the rights 
of Indigenous 
Peoples, their 
territory, natural 
resources a 
Cultural Heritage 
Sites

The ME must publicly 
share a written statement 
of commitment to respect 
Indigenous Peoples, their 
territory, resources, and 
Cultural Heritage sites and 
ensure that Indigenous 
Peoples directly or indirectly 
affected by the company’s 
mining-related activities are 
aware of this policy

Pass/
Fail

Memo Single • A single written 
statement

• Evidence that Indigenous 
Peoples affected by the 
ME’s mining activities 
have been made aware 
of the contents of 
this statement

B2 The ME will 
identify whether 
there are 
Indigenous 
Peoples who 
might be 
indirectly or 
directly affected 
by the mining 
operation 
and mining 
community

The ME must: 

Provide a description of 
those consulted, and other 
methods used, to help identify 
Indigenous Peoples who may 
potentially be affected

Pass/
Fail

Memo Single Report listing Peoples or 
organizations of Peoples 
consulted, with description 
of consultation methods

The ME must:

Provide a written plan to 
engage representative bodies 
of any such affected Peoples

Pass/
Fail

Memo Single Engagement plan 
describing which 
representative bodies of 
affected Peoples are to 
be consulted and how 
the engagement is to 
be affected
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Criteria C: Environmental Protection

CRITERIA TOPIC FIELDS STATUS DATA 
TYPE

SINGLE/
MULTIPLE DESCRIPTION

C1 MEs observe all 
legal environmental 
requirements, 
practise pollution 
prevention and 
avoid working 
in areas of high 
conversation value

The ME must provide the 
environmental permit or license, 
where such permits or licenses 
are required; and indicate 
that the area has been legally 
designated as an artisanal 
mining production area, and the 
miner has permission to work in 
the area.

Pass/Fail Document Single Copy of ME’s 
environmental 
license

The ME must provide water 
monitoring data or other 
evidence to demonstrate 
minimal water contamination. 

Pass/Fail Memo Multiple Water quality 
monitoring data

The ME must consult with 
the relevant environmental 
authority to determine if they 
are working in a sensitive 
biodiverse area; or use the 
IBAT data to identify high 
conservation value areas.

Pass/Fail Memo Single Determination on 
whether the ME 
is located in a 
sensitive biodiverse 
area or a high 
conservation value 
area

The ME must provide the plan 
that they will follow to rehabilitate 
the mined land after the mining 
operations are complete.

Pass/Fail Memo Single Post-mining 
remediation plan

C2 If it is impossible 
to avoid a high 
conservation valued 
area [for existing 
facilities] mitigation 
efforts must be in 
place. Any other 
remaining identified 
environmental 
risks must also 
be assessed 
and mitigated

The ME must provide their 
environmental permit or license.

Pass/Fail Document Single Copy of ME’s 
environmental 
license

The ME must, in conjunction 
with the relevant environmental 
authority, have a written plan to: 

• Reduce the impact of the 
mine on land and water 
degradation; and

• Report on what measures 
the ME will take to protect 
surrounding ecosystems, 
minimize biodiversity impact 
and deforestation, and protect 
the ecosystem services to 
surrounding communities

Pass/Fail Memo Single
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